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WELCOME 
The team at the Journal of Terrorism & Cyber Insurance (Rachel Anne Carter, Tom 
Johansmeyer, Gordon Woo, Raveem Ismail and Padraig Belton) are proud to bring you the 
third issue of the Journal of Terrorism and Cyber Insurance. We focus on a number of issues 
including: 

•   Cyber aggregation and impact for insurers. 
•   Cyber disruption. 
•   Chemical and biological risks associated with terrorism. 
•   Contractual uncertainty for terrorism and cyber insurance and other legal challenges. 
•   GDPR and implications for the insurance industry. 
•   Parametric Terrorism. 

 
This third edition continues from our earlier editions of the Journal where we featured 
comments, trends, advice and expert opinions from key global insurance industry 
professionals, counter terrorism experts and cyber security professionals on the state of the 
terrorism and cyber insurance market and likely challenges. We also have comments from a 
number of institutions/ corporate entities dealing with the risks to help our readers 
conceptualise the risk within the current threat environment and its associated challenges. 
 
Since our last edition in the period between March – July 2017, there have been a number of 
high profile terrorist attacks. The terror events within Europe which occurred during this period 
were: 

•   Finsbury Park, London (vehicle ramming into victims near a Muslim mosque during a 
religious celebration) – 19 June 2017  

•   London Bridge and Borough Market (vehicle ramming into victims on London Bridge 
and perpetrators also engaged in stabbings around the Borough Market area) – 3 June 
2017 

•   Manchester (IED was detonated after a concert- the majority of victims were teenage 
girls) – 23 May 2017 

•   Champs Elyse (shooting of police officers) – 21 April 2017 
•   Stockholm (vehicle ramming into victims on a main street in the city) – 7 April 2017  
•   Westminster (vehicle rammed into victims on Westminster Bridge and perpetrators 

also stabbed police officer outside parliament) – 22 March 2017 
 
These events were focused on maximising casualties and fatalities and generally creating a 
spectacle upon which ISIS hoped to gain notoriety. The greatest cost of these events was the 
human cost (injuries and loss of life). The cost for insurers was escalated for vehicle born 
events where those who were injured or killed were entitled to compensation. Although some 
property damage did arise in a number of events, the proportional amount of losses associated 
with property damage was minimal. There were increasing losses associated with business 
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interruption, contingent business interruption and loss of attraction (when after an event there 
is a decrease in people frequenting the locations targeted in recent attacks).  
 
Although there was a significant number of attacks that occurred there were many more attacks 
which were never brought to fruition. Numerous potential terrorist attacks were foiled before 
they could be carried out in the United Kingdom, France, Germany and elsewhere within 
Europe.  
 
The attack mechanism illustrates the continued ‘lone wolf’ trend involving guns and knives, 
whereby a number of civilians has been injured. These attacks have been relatively cheap to 
carry out and require minimal resourcing. There is an increase in the number of ‘lone wolf’ 
attacks using vehicles; cars or trucks, as the weapon of choice. The target attacks are to drive 
into crowds and generate bodily injury, mortalities, fear and panic amongst the people in the 
affected areas. Recognition needs to be made regarding the media hype surrounding some of 
these events coupled with fake news sensationalizing some events and calling them terrorist 
events before adequate consideration and categorization has taken place. From an insurance 
viewpoint, what an insurer pays out on under a terrorist policy will depend upon the wording 
and in many cases will require an official Government declaration that an event was a ‘terrorist 
event’. 
 
Although there have not been any chemical, biological, nuclear or radiological (CBRN) events 
during this period, as players interested in insuring against terrorist events, it is important to 
remain vigilant and watch and minimize opportunities for future events. To this extent the 
Journal engaged in its first educational seminar on 31 March at the City of London Club. This 
seminar delivered highly technical information on chemical and biological risks that is targeted 
and relevant to insurers. The first event which focused on chemical and biological terrorist 
events was held on 31 March. A second event analysing the technical threats, likelihood and 
threat environment for nuclear and radiological terrorism will be held at the City of London 
club on 20 July 2017. For further information or to register please see: 
http://tinyurl.com/20JulyNuclear	  
 
A comment from one of our CBRN experts, Steve Johnson on the terrorism insurance market 
suggests ‘we face challenges on a number of fronts in terrorism insurance. On one hand there 
are the continual challenges of state intervention and market penetration. As we see some 
evolution in the types of attacks and greater uncertainty in their location, perhaps due to 
displacement effects, we need to get a wider base taking appropriate insurance. The second set 
of challenges has always been with us, but has become more pronounced; how do we 
meaningfully model Business Interruption and even Property Damage when the attacks do not 
leave classic radial impacts.’ 
 
Moving to cyber insurance, recently there has been a tendency to question the viability of the 
existing cyber insurance market and how it can grow and adapt to ensure that it remains 
relevant and fit for purpose going forward. The issue of liability arising from affirmative cyber 
cover is increasingly relevant with a number of high profile ransomware events. There is 
however a subtle but equally risky potential liability for silent cyber to creep in to other lines 
of insurance business and thus for an insurer to become liable for a risk they were unaware 
they were writing and in many cases for which a premium was not charged.  
 
Recognition has been made that the current market is largely unsustainable and that greater 
limits are needed for cyber insurance policies. Aggregation is a potential problem as globally 
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insurers and reinsurers and ILS funds try to determine the potential cyber aggregates across 
individual businesses and across various markets. This is increasingly challenging with 
wording that is not necessarily fit for purpose and exclusion clauses which in some cases may 
not hold up in court if ever tested. Legally, in the UK there has been very little determination 
of cyber definitions and cyber wording, although this has been increasingly litigated in the US 
(although many cases have settled before a judgement has been made). 
 
Due to the challenge and opportunities associated with the increase in the number of events 
and corresponding demand for cyber insurers, the industry is trying to determine the best means 
to offer more capacity and increase limits. Dialogue has been entered into by key industry 
leaders about finding alternative solutions. To date the ILS markets have failed to embrace the 
potential opportunity and risks associated with cyber.  
 
In particular, interest in loss aggregation has gained momentum. The transfer of cyber risk to 
the capital markets – where appetite and capacity certainly exist – would benefit profoundly 
from the availability of an independent, third-party solution for tracking industry losses, which 
could then be used to facilitate index-based instruments to ultimately free up primary market 
capacity. Cyber large risk loss and catastrophe event histories for the global insurance industry 
may be thin at present, but the potential for future losses remains significant, and the 
development of a mechanism for tracking and reporting industry losses could address a near-
term need, even if such a platform may come relatively early in the cyber insurance sector’s 
life cycle. 
 
Although there has been a focus on the solution, the problem will now be outlined in the form 
of a summary of the most serious cyber events since the last edition of the Journal was 
published. A particularly obvious trend was the increase in the number of global ransomware 
attacks. Although there is no definitive proof that these are state generated attacks, there have 
been many suggestions by cyber experts that recent events are at least in part state sponsored 
or show markers of different groups affiliated with state sponsored cyber attacks. One of the 
most notable events began when the hacking group the Shadow Brokers released knowledge 
of a Windows vulnerability. This vulnerability which is known as EternalBlue was discovered 
by the National Security Agency. Although there were patches available for Windows 7 
operating systems, for machines and systems which operated on Windows XP, there was no 
longer support for these systems and thus there was not any patches provided by Microsoft at 
the time to deal with such a vulnerability. 
 
 On 12 May, the WannaCry event infected computers globally by exploiting the EternalBlue 
vulnerability. The ransomware used in the WannaCry event encrypted files and required users 
of infected computers to pay a sum of $300 to unencrypt the files. The money was to be paid 
via BitCoin, a crypto currency which remains unregulated and for those involved provides a 
large degree of anonymity. Although the cyber criminals did gain some funds from the 
WannaCry event they were only able to raise approximately $130,000 before a ‘kill switch’ 
was applied which crippled the WannaCry worm. During the WannaCry event amongst the 
biggest global companies, entities or organisations which were affected included the National 
Health Service in the UK, Telefónica in Spain, FedEx, Deutsche Bahn in Germany, Renault in 
France (as well as some of Nissan’s car manufacturing plants in Europe). The WannaCry/ 
WannaCrypt worm infected over 300,000 computers in more than 150 countries globally. 
 
The most recent ransomware attack (occurring on 27 June 2017) which had a global impact 
was the Petya/ NotPetya/ Nyetya which affected corporations, entities and various critical 
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national infrastructure providers. This ransomware attack had similar characteristics as the 
WannaCry event although this event was substantially more advanced notwithstanding flaws 
within the ransomware and an ineffective payment system. The event began in Ukraine taking 
out a number of banks, critical service providers and other businesses and government services 
and then spreading into Russia. The event was however more global and far reaching with the 
impact of halting the operations of law firm DL Piper, Danish shipping company Maersk, 
Russian oil plant Rosnoft and also causing scientists to manually measure the level of radiation 
in the Chernobyl Nuclear Power Plant (after the system was affected). More than half of the 
bigger firms which were impacted by the NotPetya event were industrial firms. The fact that 
the NotPetya was not perpetrated with the objective of financial gain, suggests that there may 
be a broader trend towards cyber attacks which are carried out merely for the purpose of 
ensuring damage and destruction particularly economic damage to businesses.  
 
Other particularly notable cyber events which were not generated via ransomware but other 
cyber attacks included the WikiLeaks CIA Vault 7. During this event there was a data breach 
whereby approximately 8761 documents were stolen from the CIA and then made publicly 
available by having them on the internet. One of the biggest problems with this type of event 
is that if the documents are genuine CIA documents they firstly challenge the reputation of the 
CIA particularly as it relates to cyber security. However, on a more practical level it also 
generates big problems when the information if it was being relied upon by the CIA could 
impact upon the effectiveness of the CIAs cyber ability.  
 
Data breach associated with elections and political process has been rife during this period. 
Amongst the most alarming was the findings of a cyber researcher who on 19 June 2017 
discovered that there was a publicly accessible database which contained information on 
approximately 198 million US voters. When the company who was hosting the database was 
confronted about this it was discovered that they had misconfigured the database inadvertently 
allowing public access.  Similarly, in France given the French election occurred in the period 
after the third edition, there was a further data breach associated with the Macron campaign. 
During the campaign, hackers had dumped 9GB of leaked emails, many of which featured 
Macron prior to the election. It has been surmised that one of the objectives of doing this was 
to sway voters. Although not proven there has been suggestions made that the hack and released 
of these emails was at least partially connected to a group associated with a cyber group that 
supports a state based actor.  
 
In addition to the evolving, changing and increasing cyber threats, new challenges to the man-
made catastrophe space are being presented through automated vehicles, including the 
challenge to insurance caused by this and the issues of increasing capabilities for drones. The 
use of drones for everyday commerce is increasing as is the integration of AI based solutions 
as part of business operating systems. These technological drivers are also being used to 
enhance efficiency and generate costs savings. Insurers are starting to make demands of the 
legislators to develop clear legislative guidance to better enable a development of the market 
and clarity regarding liability. These changes are occurring amidst a move towards automation 
and the challenges associate with developing new technologies which include that with the 
development of artificial intelligence, in a matter of years some traditional insurance roles may 
be replaced by robots.  
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We thank you for reading the Journal and hope you enjoy all of the contents, articles and 
features in this edition. 
 

 

Dr Rachel Anne Carter 
Manager and Co-founder, JTCI 
Managing Director, 
Carter Insurance Innovations Ltd 
Insurance Director, Security Institute (UK) 
Director and Board Member (Insurance), 
Security Institute (UK) 
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PCS’ Tom Johansmeyer stated: “The terror threat is shifting. Adaptation and collaboration is 
necessary to ensure (re)insurance products are fit for purpose and can be employed to deploy 
capital efficiently when times are tough... The need for greater focus on improved risk and 
capital management relative to terror and cyber has only gained momentum over the past year, 
and the trajectory seems likely to continue. The Journal of Terrorism & Cyber Insurance 
provides a crucial forum for the exchange of thought leadership and commercial insights that 
can help re/insurers allocate capital more effectively and – more importantly – communities 
and businesses recover from an event. The role of the insurance industry is to protect the 
insured and society. The JTCI should provide a forum to help advance that mission.”  

LEGAL   
The Journal, its Management Team, Advisory Board and Sponsors do not purport 
to provide any advice which is legally binding in the process of producing or 
disseminating the Journal or any information contained within the Journal and 
should not be relied upon as a sole basis upon which insurance policies are 
underwritten. It is the expectation that each (re)insurer will do their own due 
diligence and use the information merely as an aid to understanding the risks and 
landscape upon which terrorism and cyber insurance is currently offered. Any 
information provided by the Journal should be used solely for educational 
purposes. The Journal cannot guarantee the accuracy of all detail within 
individual articles, rather the contributors individually guarantee the 
authenticity and originality of the work contributed. Further any of the 
contributors in providing an article, warrant that the Journal is their own work 
and does not breach any laws including copyright and/ or intellectual property 
laws.  

Legally and from an operational perspective, the Journal is a neutral central 
party used to co-ordinate ideas, research and promote innovation. The Journal 
retains the legal rights to republish the research, infographics and any images 
provided to it from contributors, however each contributor may seek the 
permission of the Journal to subsequently publish their work in other mediums. 
Similarly, if the article has been published previously in a similar format the 
author warrants that they have permission to have the article republished in the 
Journal. 	  
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Tickets and Registration Info:

h"p://&nyurl.com/20JulyNuclear

Professional Development Seminar
Radiological and Nuclear Incidents and 

Terrorism:
Concepts for Insurance & Risk Professionals

Date:                 20th July 2017 – 9:30am to 2:30 pm�

Location:           City of London Club

The Journal of Terrorism and Cyber Insurance, in conjunction with 
Strongpoint Security, a specialty consultancy, are hosting this seminar on 
Nuclear and Radiological Terrorism and incidents.  This seminar will focus 
both on defining key concepts in ways relevant to the insurance and risk 
sectors and examining relevant case studies for lessons applicable to a 
City audience.   A panel discussion and extensive Q&A will ensure that 
attendees get full value from attending.

Presenters include Dr. Rachel Carter, who has extensive  terrorism and 
cyber insurance sector experience and Dan Kaszeta, formerly of the US 
Army,  the  White House Military Office and the United States Secret 
Service, who has over 25 years experience in protecting against radiation 
incidents both in the military and civil sectors. 

www.terrorismcyberinsurance.com strongpointsecurity.co.uk
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IN BRIEF: COMMENTARY FROM THE INDUSTRY 
 

 
 

Johnny Green 
Head of Exposure 

Management, Capita 
Managing Agency 

  
  

Comment on low tech terrorist attacks: A disturbing trend of 
low-tech terrorist attacks has emerged in recent months and has 
been repeated three times in the UK in as many months since this 
type of attack first came to prominence when a truck ploughed 
through holidaymakers in Nice in July last year. The police and 
security services have their own difficulties to contend with in 
these situations, but the (re)insurance industry faces specific 
challenges when assessing the financial cost of these attacks. It is 
relatively straightforward to model the cost of a bomb attack but 
much more difficult to model the business interruption caused by 
these vehicle attacks and the contingent BI costs. More work is 
needed to develop appropriate methodology to deal with the cost 
of these vehicle based attacks and other low-tech methods. 
 	  
 
 

 
 

Matt Northedge 
Head of Technology 

and Cyber 
Underwriting, Am 

Trust 

Comment on cyber insurance and what underwriters can do 
to enhance the growth of cyber insurance We continue to see 
the cyber market grow throughout 2017, especially in the US. 
American policyholders are familiar with their responsibilities as 
the custodians of personal data and with well publicized insured 
losses in recent years, see the value of cyber insurance. Less 
obvious to potential new clients is the availability of business 
interruption and other first party coverages which benefit 
policyholders in the aftermath of a cyber event, and it is 
incumbent on underwriters and brokers to better communicate to 
this population of new clients the benefits of such coverage. 
 
 

  

 
 

Sciemus 
Comments provided by 

the team at Sciemus 
 
 
  

Comment on cyber attacks and risks to critical national 
infrastructure: The cyber risk environment is fluid and dynamic, 
but financial and insurance regulators reasonably expect that 
(re)insurers should similarly be dynamic in their underwriting and 
distribution of cyber risk. The more homogenous and 
commoditised data breach and privacy cyber risk is more easily 
digestible by traditional insurers and reinsurance mechanisms, but 
cyber risk for critical national infrastructure needs to be 
considered more technically, with that exposure more readily 
identifiable with catastrophe risk. This more technical approach 
and cat risk profile lends itself to redistribution via ILS structures 
and markets.  
 
The proliferation of malware across the corporate spectrum will 
continue but the (re)insurance industry must keep pace with 
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technology. Equally, product manufacturing and risk assessment 
methodology must also be tailored to address client’s needs and 
allow for risk to be evenly re- distributed.  
 
 

 
 

Garry Evanson, CSyP 
Chairman, The Security 

Institute; Head of 
Security and Emergency 
Planning, Westminster 

Abbey 

Comment on the benefit of the insurance industry working 
with others to enhance terrorism and cyber product offerings: 
Cyber threats and terrorism are increasingly becoming two of the 
biggest security concerns. These threats are something in which 
the entire security industry (insurance, law enforcement, systems, 
physical and cyber security professionals) have a huge role to 
play.   
  
The insurance industry needs to embrace greater innovation, 
modernisation and efficiency, particularly in the security areas 
and ensure society benefits from the value this would bring 
communities, businesses and all individuals. In doing so it is 
important to major on collaboration, knowledge sharing and 
breaking down silos that have arisen in dealing with both cyber 
threats and other security threats within the sector – it is 
imperative that there are closer working ties between the 
insurance and the security sector whether that be cyber or other 
security threat driven disciplines.  
  
The Journal of Terrorism and Cyber Insurance is just one 
mechanism seeking to have this happen and given the importance 
of this for broader security objectives the Security Institute is 
supportive of the need for greater collaboration within all affected 
by cyber and terrorism related issues. There is no moment better 
than the present to take advantage of the opportunity to work 
together for mutual benefit to create safer communities and 
minimise damage to people, property, businesses and other 
economic losses.  
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Tom Johansmeyer AVP, PCS, Advisory Board, Journal of Terrorism and Cyber Insurance 
 

Tom Johansmeyer is Assistant Vice President – PCS Strategy and 
Development at ISO Claims Analytics, a division of Verisk 
Insurance Solutions. He leads all client and market-facing activities 
at PCS, including new market entry, new solution development, and 
reinsurance/ILS activity. Currently, Tom is spearheading initiatives 
in global terror, global energy and marine, and regional property- 
catastrophe loss aggregation. Previously, Tom held insurance 
industry roles at Guy Carpenter (where he launched the first 
corporate blog in the reinsurance sector) and Deloitte. He’s a veteran 
of the US Army, where he proudly pushed paper in a personnel 

position in the late 1990s.  

 

DUAL TRIGGER PARAMETRICS: REDUCING TERROR RISK 
TRANSFER BASIS RISK 

 
Can companies get the terror protection they need? A look at soft targets and gaps in the 

market show where insurers and reinsurers can gain more access to original risk. 
 
The Borough Market terror attack in London, on 3 June 2017, was but another chilling reminder 
of the gaps in insurance protection available for corporates worldwide. Historically focused on 
physical damage, the insurance industry has been relatively slow to respond to the growing 
need for business interruption covers without attendant physical damage. For soft targets, in 
particular, the need is becoming acute. Corporates are seeking this form of protection, but it 
isn’t always available with the sizes or terms they seek, and even in a soft market, premiums 
can accumulate alongside the relevance of protection. The solution, however, has already been 
tested—although without scale. Parametric triggers could help corporates secure the cover that 
would help in situations such as the event in Manchester, although the approach could benefit 
from a bit more discipline. 
 

Soft Target Terror Attacks 
 
This year’s terror activity follows a wave of high-profile events in 2016. Twenty events in the 
US, UK, Belgium, France, and Germany resulted in 186 aggregate fatalities and 671 casualties, 
according to data from Verisk Maplecroft. The largest event that year was in Nice, on 14 July 
2016, in which 89 were killed and 203 injured. Yet, physical damage was limited. The Brussels 
airport event had enough to attract the global insurance industry’s attention, although it still 
fell far short of being a major physical damage case. Separately, a wave of terror incidents in 
Turkey affecting villages in Diyarbakir, Şirnak, Mardin, and Hakkâri featured more 
prominently (TRY510 million according to PCS Turkey), but the nature of the event was vastly 
different from what occurred elsewhere around the world in 2016, in that it involved 
conventional attacks and some unique characteristics of Turkish insurance law. 
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The bulk of US and Western European losses came from smaller incidents using small arms 
and requiring little in the way of planning or coordination, solidifying a terror attack trend 
that’s been developing for years. As a result, insured losses have remained low, softening the 
market at every link in the global value chain, and driving pricing and terms ever downward. 
It’s not unusual for terror to be folded into global property-catastrophe treaties without 
additional rate as a ‘sweetener’ to help reinsurers retain existing business. 
 
While the sustainability of the existing standalone terror market continues to be threatened, 
there are broad swaths of terror risk—and insured demand—being neglected. Of course, 
servicing clients on business interruption without physical damage requires a balancing act 
between corporate budgets and insurer rate appetites. However, the global market would 
benefit from more than the tentative steps we’ve seen so far. 
 

Shareholders Remain at Risk 
 
Economic losses from terror have been disproportionately higher than insured losses, given the 
lack of insurance penetration, particularly for lines of business outside property. Yet for terror, 
as with any other risk, someone always bears the loss. Absent insurance protection (or another 
form of hedge), it’s the shareholders. Companies are relying on their balance sheets for 
protection. For smaller attacks and losses, this may be more effective than paying for insurance, 
but an attack of unexpected magnitude could wreak havoc on a company’s financials for 
months or longer.  
 
For example, consider the implications of a coordinated small arms attack on a global retailer. 
Several stores are attacked at the same time, potentially in different parts of one country or 
even around the world. Consumer confidence in the retailer would be among the casualties, 
resulting in lost revenue and potentially damaged supplier relationships as a knock-on effect. 
If sales decline, a store’s orders from suppliers may not be as high, impacting the muscle it can 
exert to get the most desirable products, more favourable terms, and other elements that make 
it easier for a thin-margin business to thrive. 
 
When such losses occur, corporates need a mechanism that can pay an appropriate amount 
quickly, equipping the company to resume normal operations as quickly as possible and 
minimise the impact to shareholders. So, in addition to simply needing relevant protection at 
an affordable rate, they need a product that will make the claim process as easy as possible for 
the sort of event that can be the most challenging for loss adjusters.  
 

Dual-Trigger Parametric Covers for Soft Targets 
 
Parametric triggers are not new to the terror market. Companies have used numbers of 
casualties or fatalities, for example, to transfer risk and managed to find capacity on that basis. 
Often, such programs are criticized for the amount of basis risk they have, which can leave 
insureds partially exposed—and could require insurers to overpay relative to an insured’s 
actual loss experience. While parametrics will always have basis risk, there are ways to manage 
it downward while retaining the speed and simplicity that make these triggers attractive. 
 
The use of casualties or fatalities in parametric terror triggers is likely to remain. Those 
measures are indicative of scale and are easy to understand. However, in a departure from past 
use of parametric triggers, it’s prudent to have a reliable, independent reporting agent. Loose 
triggers can become a ticket to arbitration, where legal costs effectively erode cover for the 
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insured and erode earnings for the insurer. Clear triggers allow insurance to do its job for both 
insureds and insurer shareholders.  
 
To reduce the basis risk associated with casualty or fatality measures in parametric terror 
triggers, industry-specific measures can help insureds tailor the protection to the nature of their 
businesses, increase relevance, and decrease the impact of an event. For businesses considered 
soft targets, there are plenty of alternatives that could facilitate the development of optimised 
cover. For hotels, often the topic of discussion in the terror market, a company (or industry) 
average revenue per available room night could indicate the financial impact of the event to a 
corporate, alongside the casualty or fatality number. For airlines, it would be revenue per 
available seat mile, potentially. And retailers could rely on standard industry metrics such as 
sales per square meter.  
 
To further refine the effectiveness of dual-trigger parametrics of this sort, factor in periods of 
peak activity—including day of week, seasonality, and perhaps even time of day. A retail event 
in December, for many countries, could be far more severe than one on a quiet day in the 
middle of the summer. A weekend hotel loss in a major corporate centre wouldn’t likely have 
nearly the impact of a similar attack on a Wednesday evening, with the restaurant and bar 
packed with corporate guests entertaining their clients.  
 

Understand What Your Clients Need 
 
What makes dual-trigger parametrics particularly interesting is that they can be developed in 
line with the needs of the insured, while still being transparent, easy to understand, and quick 
to pay when a qualifying event occurs. And if the product makes sense for the client, adoption 
will be easier to attain. That’s what ultimately creates a new market and drives additional 
revenue to the insurers and reinsurers writing the business.  
 
Protection products that solve a problem – of course – can make it easier for corporate budgets 
to accommodate the additional spend, particularly at a time when executives and boards of 
directors are talking more and more about the implications of terror. The traditional threat has 
morphed, and the shift has left companies exposed. With existing data sets, the insurance 
industry can evolve alongside the threat, and fulfil its mission to insureds and the community.  
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Dr Gordon Woo Catastrophist, RMS, Co-Founder & Editor, Journal of Terrorism and Cyber 
Insurance 
 

Gordon Woo specialises in the assessment and management of 
extreme risks, both natural and man-made. He has focused on 
terrorism risk since 9/11, and is the chief architect of the RMS 
terrorism risk model. For his innovative work on terrorism insurance 
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INTERNATIONAL TERRORISM INSURANCE CONFERENCE: IFTRIP, 
PARIS (JUNE 2017)  

 
On 28th June, 2017, an international terrorism insurance conference was convened at the Paris 
offices of the Fédération Française de l’Assurance (FFA). This conference was organized by 
the International Forum for Terrorism Risk Insurance Pools (IFTRIP) and hosted by GAREAT 
who host the 2017 presidency.  
 
During the event there were four panel sessions. The first covered new threats, hyper-terrorism 
and possible mitigation of exposures. The second considered how to bridge gaps and fill 
vacuums. The third considered the pools current status and challenges with new threats, 
reduction of gaps and risk management. The final session addressed how public private 
partnerships can encourage risk mitigation by collaborating with public authorities.  
 
Putting a human face on business interruption loss, a representative from one of the big broking 
houses cited the recent case of a baker in the Borough Market of London. This baker who was 
cited as a human face of the business interruption arising from the event. The baker lost £80,000 
as a result of the terrorist attack on London Bridge on 3rd June. During this event, three 
Jihadists slashed their way into the Borough Market after ramming pedestrians with their hired 
van. Although the bakery (cited as the example) was not directly attacked, but the shutdown of 
the Market, and subsequent drop in footfall, have had a serious financial impact.  Societal 
resilience against terrorism would be enhanced with the closure of this type of insurance gap.    
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UK SECURITY EXPO ROUNDTABLE DEBATE: CYBER SECURITY 
ROUNDTABLE, LONDON (JUNE 2017)  

 
On 14 June 2017, the Journal of Cyber and Terrorism Insurance was invited by the UK Security 
Expo to participate in their Cyber Security Roundtable- part of the Roundtable Series. The 
Roundtable was chaired by Philip Ingram MBE, examined the evolving cyber security 
challenge and asked the question: Are we prepared?   
 
The attendees were personally invited and provided a balance across a number of areas 
including public and private sector organisations and enterprise. Some of the companies and 
organisations represented include the National Cyber Security Centre, Barclays, Bank of 
England, UK Cabinet Office, Ernst & Young, Journal of Terrorism and Cyber Insurance, Carter 
Insurance Innovations Limited amongst others. 
 
A theme running through the event was the convergence between physical and cyber security 
and this was constantly touched on.  However, to break the ice and start the discussion Philip 
Ingram threw in a question about terrorist use of the cyber environment; as the day before the 
event, Teresa May with President Macron of France, issued a joint statement outlining greater 
control on social media companies, in order to try and reduce the terrorists’ ability to seemingly 
freely use certain internet platforms to publish and promote their terror. 
 
Having quickly agreed that the political sound bites calling for internet companies to give 
access to their encrypted channels would never be implementable, it was agreed that the sound 
bite politics, was a start and raised awareness. 
 
The discussion around awareness swiftly highlighted the need to better educate users and called 
for inappropriate content to become socially unacceptable.  Additionally, awareness of what 
government authorities meant by increasing surveillance, explained properly in the terms of 
necessity, proportionality and independent oversight must be part of any education programme 
to dispel the misconception of the state acting like “Big Brother.” 
 
The consensus was that it would be better to base security consequences on agreed standards 
rather than legislation and the “cyber essentials” principles should be embedded into these.  The 
issue that came out regarding standards was the lack of an overarching all-encompassing 
professional body to set, maintain and police them.  
 
After much discussion around the best way to get security properly on a board’s agenda it was 
suggested that it should be briefed from a business benefit and business enabler rather than 
from a threat perspective, with the threats being managed on the overall risk register and 
mitigation managed like any other risk.  In the cyber environment, it was recognised that the 
biggest current risk is reputational but with GDPR coming next year this may change. 
 
Notwithstanding all of the experts in the room being highlight accredited experts, due 
terminology employed within their businesses respectively, there was recognition that many 
terms used in the discussions were not properly defined so a lot of people were trying to say 
the same thing but using different words or acronyms. This led to a quick call for a professional 
body to properly define the terms and own the definitions.  This became particularly important 
when there was a need to pass the risk to a third party such as an insurance company. 
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Key Conclusions from the day: 
•   Cyber education to the lowest possible age is a must in today’s connected society. 
•   Ministers statements regarding encryption and social media are sound bites not 

reflecting reality but they are a start. 
•   A lack of understanding regarding Government surveillance policy exists; there needs 

to be more emphasis on privacy only being invaded if it is necessary and the level of 
invasion is governed by proportionality tests.  It must always be duly authorized and 
independently audited. 

•   There is no one organization with an overarching authority to set, maintain and police 
professional standards. 

•   There is a lack of understanding of many of the terms used in Security and no clear 
definition and this makes it increasingly difficult for insurers when looking at insuring 
the associated risks. 

•   Security must be briefed from a business benefit perspective rather than a regulation 
issue. 

•   Security should be countenanced as a Security Risk and mitigation processes managed 
like any other risk is mitigated – it should integrate all players (including the insurance 
industry). 

•   Working to agreed standards and certification will be a better approach to ensuring 
security rather than legislating for it. 

•   When it comes to cyber-crime in particular, there is real difficulty getting law 
enforcement to take on cases. 
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of the insurance and reinsurance team at McCarthy Denning. He 
is also a non executive director of Twelve Capital UK Limited as 
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TERRORISM AND CYBER INSURANCE AND REINSURANCE 
WORDINGS- THE SEARCH FOR CERTAINTY  

 
Certainty is vital in terrorism and cyber insurance and reinsurance contract wordings. In 

order to draft and interpret a wording with certainty, it is necessary to know how that 
wording will be interpreted in the event of a dispute. The choice of law and jurisdiction 

provisions of a contract are key to this process and therefore to achieving certainty. 
 
Terrorism and cyber insurance wordings are fast developing. Those offering products covering 
these perils (and indeed those seeking to exclude the same perils from other covers) have to do 
so against a background of an ever evolving factual circumstances. Both terror and cyber of 
man-made perils and as such have an almost infinite range of possible ways in which they can 
develop. Indeed, those planning terror and cyber crimes are always seeking new ways in which 
to perpetrate their crimes in order to stay ahead of authorities.  
 
This creates a real challenge to those who seek to define the products that are sold to cover 
these perils. Words used will often reflect past claims scenarios but will have to cope with 
future events which are unknown and unforeseeable other than to the most inventive minds. 
This means that wordings of contracts of both insurance and reinsurance cover cyber and terror 
need all the certainty that they can achieve and those drafting them must be careful to avoid 
potential ambiguity. This is not always possible and so other steps must be taken to allow for 
the most certain method of interpretation possible. 
 
This is not a question that is unique to cyber and terrorism insurance and reinsurance. All areas 
of insurance and reinsurance look into the future. All areas, and particularly those areas 
covering man made perils, have faced this challenge. Today’s drafters can learn from the 
experience of others. 
 
Thankfully for those seeking to draft cyber and terrorism insurance and reinsurance wordings, 
the wording of insurance and, particularly, reinsurance contracts have improved immeasurably 
in recent years.  
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Standard market clauses, carefully drafted and wordings assembled by experts who take care 
to ensure that clauses are complementary rather than contradictory, have changed the face of 
insurance and reinsurance and reduced or minimised disputes that arise from them. 
 
Innovations such as contract certainty have ensured that contract wordings actually exist. This 
may, to some younger market practitioners, appear rather surprising but for many years the 
wordings of contracts were often over looked. Contracts would expire without a contract 
wording ever having been drafted or agreed. Disputes would arise and no wording would exist 
to interpret. Disputes centred on the economically employed language of slips which often 
referenced clauses by a heading with no indication of what that heading should imply. 
 
This disorganised and rather unprofessional state of affairs, was one reason why disputes 
proliferated. Without clear wording, it was easy to argue cases to support one’s position. 
Without clear wording, it was impossible to know how to operate the contract; impossible to 
know what one’s rights or liabilities were; impossible for lawyers to advise or to recommend 
a reasonable level of compromise. Disputes were a drain on the industry. 
 
Perhaps the most egregious issue caused by a lack of a wording was the lack of certainty about 
the law and jurisdiction that should apply to the contract. Slips were often silent. Sometimes 
they contained the words “Arbitration Clause” and nothing more.  
 
This meant that when a difference of view as to how a contract should operate emerged, it was 
impossible to advise as to what the correct position was. As one had no knowledge of the law 
and jurisdiction that would apply, no one, whether a lawyer or not, could determine what the 
contract language meant. Indeed, one would not know which lawyer one should consult as that 
would depend on both the law and jurisdiction that might, ultimately be determined to apply. 
This, naturally, led to a significant number of totally unnecessary disputes as belligerent parties 
sought to impose their preferred choice of law. Applications to strike out and anti-suit 
injunctions created a boom in multi-jurisdictional pre-litigation litigation. Often the result of 
the determination as to which law or jurisdiction would prevail, led to the swift resolution of 
the case thereafter; a resolution that would have occurred far sooner if the wording had simply 
indicated the law and jurisdiction that would apply. 
 
Contract certainty has, if nothing else, enabled the avoidance of such unnecessary disputes. No 
longer is the law chosen after a dispute has arisen. Today, both law and jurisdiction are 
predetermined. 
 
Of course, in the past, one would argue for the law that best suited one’s case and one would 
know the nature of the case and the arguments in advance. When determining these issues in 
the contract wording, one does not know what issues will arise and one must therefore consider 
other principles when deciding and negotiating the choice. 
 
The most important element that one must take into account when drafting any contract is 
certainty. It is essential that, as far as humanly possible, the words in the contract are clear and 
unambiguous. The dispute resolution provisions are of huge importance in this. They are the 
Rosetta Stone of understanding a contract and its provisions; the key to interpretation.  
 
This is particularly the case in new areas of insurance and reinsurance such as cyber and 
terrorism, where the perils being covered and the wordings themselves are relatively novel and 
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susceptible to changes in interpretation. In these areas, there is already considerable uncertainty 
and the need exists to inject as much certainty into the process as is possible. 
 
When one reads a contract, one reads it with a view to how the contract would be interpreted 
if a dispute arose and a court or arbitration panel had to decide what its provisions meant. By 
determining how the contract would be interpreted if a dispute arose, one can then work out 
what one’s rights and liabilities are under the contract. If necessary, a lawyer can be consulted 
to assist in that interpretation. A clear understanding or certainty of interpretation, allows both 
parties to behave properly, value their asset or liabilities accurately and avoid disputes. If a 
dispute does arise, it is easier for a lawyer to advise on the eventual outcome and therefore 
assist in resolving the dispute early. 
 
So, a certain choice of law and jurisdiction is important. A choice of law and jurisdiction that 
provides certainty is of equal importance. 
 
While clearly, a domestic insurance policy with a local insurer will almost certainly result in 
local law and jurisdiction, many cyber or terrorism policies and reinsurances are written to 
protect international businesses and insurers. In those cases, the choice of law and jurisdiction 
is a more open question and that choice can be used to provide greater certainty to the contract 
and better options for resolving any disputes which may arise. 
 
The first point to note is that law and jurisdiction do not have to coincide. In many jurisdictions, 
the courts will hear arguments and evidence concerning foreign law as a question of fact to be 
proved by expert witnesses. In arbitration, this is more common still. 
 
Bermuda Form arbitrations provide for disputes to be determined by a Bermudan or English 
arbitration tribunal, subject to procedural oversight by the Bermudan or English courts but 
applying New York law. As New York law will be proved by evidence as fact, they can be no 
appeal on a point of law. These provisions are common in commercial insurance covers 
protecting large US based entities and underwritten by international insurers.  
 
English law makes specific provision to allow arbitrations to be decided by the law of the 
parties’ choosing or, indeed, if they refer, by principles other than law. Again, while this gives 
considerable scope to the parties when drafting, it does not inject certainty. To provide for 
principles of “good faith” or “honourable engagement” rather than law, give a relatively free 
rein to arbitrators and make their decisions unpredictable and largely subjective. 
 
Similar issues apply to arbitration awards made in any manner which is not subject to some 
appellate process. Where arbitrators do not have to give reasons for their awards and where 
they can render awards without any appeal on points of law, their decisions become subjective. 
While it is sometimes argued that such subjectivity allows arbitrators to deliver more equitable 
awards, sometimes even compromise awards, those awards are not predictable. Provisions and 
choices of jurisdiction allowing them, inject uncertainty into the contract. 
 
A further question is whether to use arbitration or litigation; to arbitrate or go to court.  
 
The courts clearly apply law and the rules of evidence. This gives certainty to the process. It 
also means that the process can be cumbersome. While some jurisdictions have procedures 
designed to allow for interpretational issues to be resolved swiftly, arbitrations are always more 
flexible. The parties are free to decide what they want to agree and then the arbitrators have 
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considerable discretion on procedural and evidential matters to allow cases to be structured in 
a manner appropriate for the dispute. 
 
While courts are usually provided, on payment of a court fee, by the state, arbitrations are 
owned and controlled by the parties. This means that the parties must pay the arbitrators and 
hire an arbitration room. On balance this cost is often less that the cost attendant on more formal 
court proceedings although not always. 
 
Arbitrations are confidential. This can be a clear benefit but one downside is that it means that 
arbitration awards, unless appealed to the court, are not public and have no precedential value. 
They cannot act as test cases other than with the agreement of all others concerned. 
 
Choice of arbitrator and particularly the selection of the third arbitrator is a key issue in 
arbitration. In England the position is made simpler by the use of Queen’s Counsel as the third 
arbitrator or, sometimes, as a sole arbitrator. QCs are senior barristers, a good number of whom 
go on to become judges. They can provide a privatised form of the judiciary, giving the parties 
a tribunal of similar quality to the court. They also bring similar certainty.  
 
Enforcement of judgments and arbitration awards can also influence one’s choice. Most 
countries in the world are parties to the New York Convention which allows arbitration awards 
to be enforced in jurisdictions other than that in which they were made. Court judgments are 
only enforceable directly if there is a reciprocal enforcement of judgments treaty between the 
two countries involved. The UK and US do not have such a treaty. The UK and EU do at 
present but that may not survive Brexit. The UK may also lose the benefit of EU negotiated 
treaties with third countries. Where a treaty does not exist, fresh proceedings must be brought 
in the courts of the country in which enforcement is sought, based upon the original judgment 
as a “contract of record”. This causes some delay and cost. 
 
Juries on the other hand are not ideal to determine the construction of complex insurance or 
reinsurance wordings. In jurisdictions which retain jury trials, either a jury waiver clause 
should be inserted into the wording or arbitration chosen. 
 
When looking for certainty, care should be taken to find a jurisdiction and a legal system used 
to complex insurance and reinsurance cases as well as knowledge or understanding of cyber 
matters. Such jurisdictions will allow easy access to knowledgeable lawyers and expert 
witnesses as well as having judges who understand the subject matter. Those jurisdictions are 
also likely to have a good body of precedent which will assist not only the judges or arbitrators 
in arriving at their decisions but, possibly more importantly, the lawyers in advising the parties 
on their rights and liabilities. 
 
Finally, one dispute resolution that is worth avoiding in a policy wording or reinsurance 
agreement is a mediation clause. Mediation is a very valuable tool in helping to resolve 
disputes. It operates as a form of facilitated negotiation. That said, a mandatory mediation 
provision in a wording simply creates an impediment to the swift enforcement of one’s rights 
under a contract.  
 
Mediation can be agreed at any time once the dispute has arisen. To include it as a mandatory 
obligation means that a party seeking to hide from its liabilities can use the clause disreputably 
to delay the commencement of proceedings and ultimate judgment. Mediation is good but it 
works best at the right time. A compulsory mediation clause does not assist this. 



LONG ARTICLES 

LONG ARTICLES PAGE 23 OF 49 

 
The experience of courts and arbitrators, and indeed legal systems in dealing with complex and 
novel insurance and reinsurance issues, equips them better to deal with issues that arise out of 
cyber or terrorism. Having looked at complex and evolving claims scenarios in a number of 
different areas, those legal systems can adapt easily and more predictably to the challenges 
thrown at them by cyber and terrorism.  
 
It is to be remembered that one of the seminal cases on the definition of the key word “event” 
in excess of loss reinsurance was an arbitration arising out of the Black September hijackings 
in Dawson’s Field. The attack on the World Trade Centre has also shown how courts can be 
adept at handling such cases. Indeed, in that latter case, some wordings had been agreed which 
included Bermuda Form arbitration provisions. Those were generally settled quickly due to the 
perceived predictability of result. The cases where such provisions did not exist, fought through 
the courts. 
 
Dispute resolutions provisions determining which law and jurisdiction should apply to the 
policy or reinsurance are often overlooked and signed off on the basis that no one expects any 
dispute. They are, however a key clause in the contract, necessary for interpreting the rest of 
the agreement. Great care and consideration should be paid to them particularly in the areas of 
cyber and terrorism insurance. 
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Cyber Attacks, Data Protection and the Law (including potential 
implications arising from GDPR) 

 
The GDPR will present a number of legal and practical challenges that organisations will 
face in once the GDPR becomes operational. The article will outline potential breaches, 
along with the need to manage supply chains and the possibilities for seeking recovery of 

losses from third parties who fail to adopt a suitably robust approach. 
 
It seems that hardly a week goes by without mainstream news reporting of a cyber incident or 
data breach which potentially affects many thousands of individuals. Indeed, the British 
Chambers of Commerce (“BCC”) issued a press release in April 2017 announcing that its 
digital survey found that 20% of firms in the United Kingdom had been the victim of a cyber-
attack. Most had reported monetary losses, disruption to business and an impact upon 
productivity.  The Director General of the BCC urged business to be proactive about protecting 
themselves from attacks.  
 
There will be weighty consequences for any breaches of data protection obligations – from 
sophisticated hacking attempts or ransomware, to absentmindedly wheeling an old cabinet full 
of papers into a second-hand shop. It is therefore ever more important for businesses and their 
insurers to make certain not only that data protection laws are observed, but that best practice 
is adopted in order to minimise the risk of such events and any losses that can occur as a result. 
 

What is the law? 
 
It is well-documented that the law in this area is changing and on 25 May 2018 the EU General 
Data Protection Regulation (GDPR) will come into force in the United Kingdom.  In passing, 
the UK Government has indicated that GDPR will come into force as scheduled and will not 
be de-railed by Brexit and the expectation is that when the UK finally leaves the EU, GDPR 
will be converted into UK legislation. Guidance has been emerging at both UK and EU level1 
to guide organisations towards preparing for what will be the most radical change to data 
protection law since the Data Protection Act 1998.  
 
Any comprehensive assessment of the obligations to be imposed by GDPR is beyond the scope 
of this article. However, it is impossible to consider the topic without some discussion of the 
key features. By way of brief reminder, the requirements for valid consent for data processing 
are being tightened; and greater transparency will be required as to how that data is going to 
be used, with greater emphasis on the need for privacy to be hardwired into organisational 
operations. Most significantly, perhaps, organisations will have a far greater degree of 
accountability, through ongoing requirements to keep records demonstrating compliance and 
an increase in potential sanctions to a maximum of €20m or 4% of total worldwide turnover, 
whichever is greater. The responsibilities “to have and to hold” will perhaps never have been 
more onerous. 

 
 
 
 

                                                
1 Through the Information Commissioner’s Office and the Article 29 Working Party respectively  - see 
https://ico.org.uk/for-organisations/data-protection-reform/ and http://ec.europa.eu/newsroom/just/item-
detail.cfm?item_id=50083  
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Compliance & Minimising Risk 
 
Organisations are well advised to turn to the “Twelve Step” programme, checklist and self-
assessment toolkit included in the guidance available from the Information Commissioner’s 
Office (“ICO”). Initial steps to prepare for GDPR will include carrying out a data audit to build 
a complete picture of what, why, by whom and where data is being processed; over what period 
the processing will take place; and the security protecting the data. Such interrogation will be 
crucial to identifying areas of non-compliance and then building a prioritised plan of action.  
 
It is absolutely essential that organisations attribute sufficient resource to understanding these 
new obligations and perhaps also (in the words of the ICO) to gain “buy-in” from their key 
people to enable compliance.  It probably goes without saying that some degree of change to 
office policies, procedures and the management of IT suppliers and systems will be inevitable. 
The degree of resource required might well require board level approval in most organisations, 
particularly given that they may need to appoint a data protection officer.  
 
Data protection appears to have long been considered an “office management” issue but any 
failure to prepare adequately for GDPR will undoubtedly also become a board issue given the 
potential penalties. Add to that the very real risk of losses due to business interruption or 
reputational damage; plus, the question of compensation claims that might be brought by data 
subjects affected by any breaches. At the other end of the spectrum, of course, some businesses 
have already identified preparing for GDPR as an opportunity to try and create competitive 
advantage, or in some sectors, with a view to ensuring that they are not left behind in the 
marketplace. 
 

Managing the Supply Chain 
 
The obligations don’t stop at the perimeter fence. Organisations must also think carefully about 
situations where personal data is processed on their instructions by others (called data 
“processors”). In this scenario the party who issues the instruction to a processor is the data 
“controller” as they determine the purpose for which, and the manner in which, the data is to 
be processed.  
 
A controller must:  

1)   Carry out appropriate due diligence checks to make sure that the processor can give 
sufficient guarantees in terms of knowledge, reliability and resources to properly 
protect the data and fulfil its other obligations 

2)   Put in place appropriate contractual arrangements with the processor to regulate the 
processing of that data (and the respective obligations of the parties in relation to that 
processing) 

3)   Conduct periodic audits and inspections to check that the processor is living up to its 
obligations 

It will simply not be sufficient for organisations to assess their own areas of risk or weakness 
because wherever personal data is processed by others on their behalf, including by suppliers 
or contractors, care must be taken to identify whether that third party’s arrangements are 
sufficiently robust, depending upon the nature of the risk. These obligations are not absolute 
but a data controller must implement “appropriate technical and organisational measures to 
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ensure and to be able to demonstrate that processing is performed in accordance with [GDPR]” 
and to review and update such measures where necessary2.  
 
The requirements for processor contracts are also specifically addressed.  A contract with a 
processor will need to set out the subject-matter and duration of the processing; its nature and 
purpose; the type of personal data and categories of the data subjects; and the obligations and 
rights of the controller. It must also impose certain specific obligations as to the processing to 
be carried out and certain measures that must be taken to ensure confidentiality, security and 
deletion of data, whilst giving an undertaking to assist the controller in their own compliance.  
These requirements will apply to contractual arrangements entered into prior to GDPR coming 
into force so many organisations will need to “re-paper” existing contracts that will continue 
to apply post-May 2018. 
 
Finally, organisations should note that data processors themselves will also have direct 
statutory responsibilities for compliance with a number of obligations under the GDPR.  In 
addition to the obligations to comply with regulators and keep data processing records, there 
is also a direct obligation to take appropriate steps to keep personal data secure. If, therefore, 
you are in a supply chain and processing personal data on behalf of others, then you need to 
understand that your obligations in relation to that data will be statutory as well as contractual 
with effect from the date that GDPR comes into effect in May 2018. 
 

Third Party / Supplier Liability for Breaches 
 
What happens if a third party supplier (or indeed its own sub-contractor) fails to keep the data 
secure?  This question will undoubtedly be increasingly asked by organisations crippled by the 
fall-out from breaches or, perhaps more likely, insurers seeking recovery where they have paid 
out following data breaches or cyber incidents which appear to have been caused on contributed 
to by a third party supplier. There may be fines for breach of GDPR for which the 
contractor/processor (and possibly also the controller, if culpable) might be liable, but the 
controller’s business will be damaged and so it will be looking at its potential remedies against 
third parties involved.   
 
Take the example of the widely reported cyber-attack against US retailer, Target, in late 2013. 
Press reports at the time suggested that customers’ names and payment card details were 
accessed through an attack on a heating, ventilation and air conditioning contractor engaged 
by Target. The contractor was trusted to connect directly into Target’s systems for the purposes 
of managing the relationship. Target was then exposed to the weaknesses in the contractor’s 
systems, resulting in the theft of information relating, reportedly to over some 100 million 
customers. Should a Target situation arise in the future, then it or its insurers would be well 
advised to consider whether the contractor was in breach of any contractual or legal obligations 
to do more to secure the data and prevent breaches; and indeed whether the contractor had 
insurance coverage for any such losses.    
 
Two key issues arise:  

1)   Did the organisation take adequate steps to ensure that the third party supplier was a 
“safe pair of hands” and  

2)   If so, is the third party supplier reasonably responsible for any losses arising?  

                                                
2 Article 24 
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The former might well take insured parties into an examination of whether they or their brokers 
have provided a full disclosure as to the nature and extent of their data protection obligations 
under the Insurance Act 2015. The latter could give rise to satellite litigation by those seeking 
to recover losses from third parties who didn’t come up to the standard required of them under 
contract or in discharge of their own regulatory obligations as data processors, as the case may 
be. The knock-on effect of such disputes will undoubtedly be greater tension in seeking to 
negotiate indemnities or limits of liability with third party suppliers. Indeed, such clauses are 
becoming more commonplace in software and other supply agreements. 
 
Practical Steps to Recovering Losses 

•   Take proactive steps to understand and meet your own obligations under GDPR 
•   Carefully review third party contracts, with appropriate contractual indemnities, limits 

of liability and the possibility of data breaches in mind 
•   Seek professional broking advice with regard to suitable insurance cover for data breach 

incidents, including cyber risk, director & offer and/or crime cover 
•   Engage legal advisers at an early stage following any breaches or cyber incidents to 

ascertain whether there are any realistic prospects of recovering losses  

Authors’ Note: Although GDPR will apply to Scotland exactly as it will in the rest of the 
United Kingdom, the law which applies to breach of contract claims and the procedures for 
pursing and defending those do differ. Perhaps most notably, the relevant period for bringing 
such a claim in the Scottish courts is typically five years (rather than six as in England & 
Wales), although the trigger for the five-year period can be open to doubt. The costs of 
litigating in Scotland are also generally much lower than in England & Wales, increasingly 
making it the forum of choice where there is a sufficient connection with Scotland. There is 
generally a lesser degree of proactive case management in Scotland, which means that the 
front-loading of costs is less common. Any uncertainty as to the correct (or best) forum for a 
claim should be ironed out as early as possible to avoid missing opportunities to seek redress 
and minimise leakage. 
 
 
 
Samit Shah, Insurance Solutions Manager, BitSight Technologies  
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WHAT IS CONCENTRATION RISK MANAGEMENT AND WHY 
SHOULD IT MATTER TO INSURERS?  

 
While providing critical benefits at significant cost savings, third parties can also be an 

avenue of risk for their customer through the products and services they provide. Insurers 
providing cyber coverage – along with any other relevant coverage – would be wise to 

understand who these third party vendors are, how many insureds have a relationship with 
them, and the impact any vulnerabilities could have on the profitability of their portfolios. 

 
As insurers underwrite their book of business, they must have a good grasp on what potential 
losses could look like for each of their applicants. To better understand this, they evaluate 
hundreds of metrics—including those related to cybersecurity. But understanding an 
applicant's cyber risk is much more complex than it was 20 years ago. 
 
These days, the common practice of outsourcing certain services means that insurers have to 
not only consider the applicant’s cybersecurity posture, but also the posture of the applicant’s 
third-party vendors. For example, insurers know that if a handful of applicants use a common 
service provider and if that provider is breached or disrupted, it could lead to a large number 
of losses to their insureds which they might be on the hook on to pay for. This concern about 
underwriting a counterparty’s risk profile involved with a first party insured is common in other 
lines like credit insurance where underwriting coverage on financial transactions scrutinize not 
only the financial health of the insured but also of its counterparty. As the risk against the 
counterparty increases, so does the likelihood that an adverse event with the counterparty could 
trigger a number of first party claims at the same time, creating a domino effect of losses 
throughout the portfolio. Sounds like a story we’ve heard before? Similarly, the systemic 
impact a major cyber event would cause to an insurer’s book of business is attributable to 
concentration risk aggregating on a single third party vendor —and it’s becoming a growing 
concern.   
 
Take, for example, the domain name service (DNS) provider Dyn, which experienced a 
complex distributed denial of service (DDoS) attack on October 21, 2016. The company’s core 
service of mapping domain names to IP addresses was overwhelmed when tens of millions of 
requests flooded the company in a limited period of time. These requests came from a variety 
of compromised internet enabled consumer devices such as cameras and baby monitors that 
were infected with the Mirai Botnet virus. This attack caused extended outages for companies 
across various industries with consumers feeling the effect when trying to access popular media 
and ecommerce sites. If you were trying to catch-up on the news in the morning with The Wall 
Street Journal, buy some diapers at Amazon.com before lunchtime, and catch-up on the Game 
of Thrones as soon as you got home from work on HBO GO – you were likely to encounter 
some difficulties accessing those companies’ sites. If you were an affected company, you likely 
lost valuable sales and ad revenue not to mention a bruised reputation and lost productivity. 
And if you were an insurance company that underwrote contingent or dependent business 
income loss coverage for a number of these affected companies, you might see a flurry of 
reported incidents all at the same time.  
 
Another example extends to insureds relying on products from third parties. Organizations 
throughout the world – public, private, large, and small - rely on Cisco for hardware switches 
and routers, Windows and Google for software and browsers, and Apple for both, among 
thousands of other technology providers. These services are consumed both directly onto the 
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devices or indirectly through cloud offerings accessed via browser. In the case of the recent 
WannaCry ransomware virus in May and the Petya/Not-Petya attacks that followed shortly 
afterwards in June, the main cause of the ensuing chaos was a vulnerability in various Windows 
OS’s – particularly Windows XP and Windows 7 – that when exploited facilitated a lightning 
like spread of the crypto within an organization to its computers. Organizations are able to 
patch most versions of Windows OS with updates from Microsoft except for Windows XP 
since Microsoft discontinued supporting it several years ago. Even with patches available, it 
can take a company some time before pushing them out due to operational concerns of rolling 
out to thousands of endpoints, compatibility with other integrated software, and downstream 
impact to untested products and services. The National Healthcare Service in the UK was hit 
along with FedEx in the United States, Telefonica in Spain, and Renault in France among the 
larger victims. Ransomware is a particularly nasty scenario for insurers to respond to as it hits 
a variety of coverages both first party and third party resulting in remediation services, 
extortion payments, interrupted supply chains, and notification requirements to customers not 
to mention bruised reputations as well.  
 
Neither one of the above situations seems particularity devastating in a one-off transaction but 
with a growing book of hundreds and thousands of policies with significant limits associated 
with them, the aggregation risk to a portfolio is a growing concern for enterprise risk managers 
and reinsurers.  Understanding the number of insureds relying on Dyn or outdated unpatched 
versions of Windows OS within a portfolio – especially among insureds who have limited 
back-up providers or significant vulnerable endpoints - should give the insurance industry 
pause to reflect on the need to better understand the concentration risk stemming from their 
insureds third party products and service providers. Insurance companies need to gather as 
much information as possible on their applicants and insureds—and their third party vendors—
so they can determine if the risks are worth taking. 
 
Previously, the approach to mitigating concentration risk was to ask applicants (via application 
or interview) to provide additional information on what types of third party vendors they work 
with. This approach is problematic for several reasons. 
 
First, applications are limited in their effectiveness.  
 
●   They’re subjective. Applications are commonplace today, but their accuracy relies too 

heavily on human assessment and calculation. The “top five vendors by revenue” or 
“critical vendors” aren’t always the ones that will harm your insured the most if there 
is an incident. 

●   They’re not verifiable. Often, you simply must trust your applicant’s answers. This kind 
of “aspirational security” hopes their responses are true, but isn’t necessarily effective. 

●   They’re not actionable. The real work begins when your applicant completes the 
application and returns it to you. Do you know how their responses compare to the other 
“yes” or “no” responses given in other accounts you have underwritten? What 
distinguishes one third party from the next other than their name and the services they 
provide? 

●   They’re a point in time. This is what the applicant wants you to believe which might be 
true when they sign and date the application but these relationships will likely change. 
How are you going to monitor these changes during the life of the policy? Are you 
going to ask again at renewal? 

 
More importantly, many companies don’t know who all of their third parties are. Even if they 



JOURNAL OF TERRORISM & CYBER INSURANCE 8 JULY 2017 - VOL 1 NO 3  

PAGE 30 OF 49 

do, they may not be fully aware of the levels of access the vendors have to their network. As 
an underwriter of cyber risk, this isn’t necessarily a problem if you believe the vendor to have 
a strong and robust risk posture. You can research and underwrite these third party vendors on 
a regular basis and perhaps tier them into quality levels that gives you a consistent strategy to 
take on and monitor third party risk in your portfolio and onto your balance sheet.    
 
As it relates to creating an overarching portfolio strategy inclusive of concentration risk, 
consider the following suggestions: 
 

•   Dedicate personnel resources, the same as you would analysts researching companies’ 
financial situation, to research and monitor the cyber security situation of critical third 
parties’ 

•   Develop underwriting guidelines that incorporate greater scrutiny of the network of 
critical third parties’ and “back-up” strategies in case of failure at the time of 
underwriting new and renewal business as well as feeding back growing aggregation 
of limit exposure around heavily concentrated third party vendors 

•   Utilize breakthrough technologies that continuously monitor with deep visibility into a 
company’s network of third party providers 

	  
In today’s environment of dynamic risks, it is imperative for insurers to fully understand not 
only the security posture of their applicants and insureds, but also the posture of the third party 
vendors of those parties.  They must have visibility into the common third party vendors across 
their book of business, which will help them make additional considerations to take on that 
concentration risk. The heightened awareness will go a long way with managing the aggregate 
exposures across the portfolio, improving relationships with reinsurers, and driving overall 
profitability. 
 
 
 
Dr Gordon Woo Catastrophist, RMS, Co-Founder & Editor, Journal of Terrorism and Cyber 
Insurance 

 
UNDERSTANDING THE PRINCIPLES OF TERRORISM RISK 

MODELLING FROM THE ATTACK IN WESTMINSTER 
   
 
The terrorist attack in Westminster has been the first of three Jihadi attacks in England in a 

period of three months.  All three conform with the principles of terrorism risk modelling 
which are explained in this paper. 

 
On Wednesday afternoon, March 22nd, Khalid Masood drove a rented Hyundai SUV off the 
Westminster Bridge Road in Central London, and accelerated at high speed into pedestrians 
walking across the bridge.  Several of them were killed, one was thrown over the bridge, four 
dozen more were injured, some critically.  The compact SUV then crashed into railings outside 
the Houses of Parliament, whereupon Khalid Masood ran through an open entry gate, and was 
confronted by an unarmed policeman, PC Keith Palmer, whom he stabbed to death.  The 
terrorist was then shot dead by the bodyguard of the UK defence minister. 
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This was the most serious terrorist attack in UK since the London Transport bombings of July 
7, 2005.  Fifteen years after terrorism risk modelling began after 9/11, it is still suggested that 
the vagaries of human behaviour render terrorism risk modelling an impossible challenge.  
RMS terrorism risk modelling is unique in being based on solid principles, which are as crucial 
as the laws of physics are to natural hazard modelling.    
 
I explained these at the annual RMS client conference in New Orleans on March 22, in a talk 
on terrorist threat shifting.  Coincidentally, the terrorist attack in London occurred mid-way 
during my talk:  2.40:08pm – 2.41:30pm London time.  I was notified of the attack immediately 
I finished.  The explanations in my talk so matched what transpired that someone suggested I 
had actually predicted the event.  In jest, he advised against making any earthquake predictions.  
Earthquakes are of course unpredictable.  But it is a measure of the sustained progress in 
terrorism risk modelling, that some degree of predictability is attainable for future terrorist 
attacks.  This is because terrorism is a control process.   Unlike natural hazards, which are 
unrestrainable, western counter-terrorism forces greatly restrict the domain of possible actions 
that terrorists can undertake without being arrested. Terrorists can be brought to justice in a 
way that hurricanes, earthquakes and floods cannot. 
 
To avoid excessive abstraction, one of the best ways of learning the principles of any subject 
is through an exposition using illustrative real examples. Not far from Westminster is the 
British Museum, where the director, Neil MacGregor, has cleverly and succinctly explained 
the history of the world in 100 objects from the museum.  Outside the classroom, the basic 
principles of hurricane, earthquake and flood risk analysis can be learned and comprehended 
from the study of any notable event. The purpose of this paper is to explain the basic principles 
of quantitative terrorism risk modelling, through one specific recent terrorist event.  I first did 
this after the Charlie Hebdo attack in Paris on January 7, 2015, and am repeating this here after 
the attack on its sister city of London on March 22, 2017.   
 

Principle A:  Terrorist Attacks Leverage Maximum Impact 
 

Terrorism is a form of asymmetric warfare, where terrorist resources are a tiny proportion of 
those of a nation state.  Accordingly, terrorist attacks aim to achieve maximum consequential 
impact for a finite input allocation of resources.  9/11 itself is the classic paradigm for 
maximizing attack leverage.  According to the 9/11 Commission report, the Al Qaeda attacks 
cost between $400,000 and $500,000 to execute. The direct economic losses were about 
100,000 times higher. This does not include the $20 billion fall in airline revenue nor the 
multiple billions spent on homeland security. 
 
The cost of Khalid Masood renting a Hyundai Tucson from Enterprise in Birmingham, and 
staying overnight at the budget 3-star Preston Park Hotel in Brighton, preparing for the attack, 
was a modest sum of about $200.  The two long knives he could have taken from his kitchen 
drawer.  His proficiency with using a knife as an offensive weapon dates back to when he 
slashed a man’s face in a pub, a crime for which he served two years in jail. A later knife assault 
sent him back to jail for another six-month term. 
 
The direct economic losses, taking account of the four fatalities and serious injuries, are again 
about 100,000 times higher.  The indirect losses in London tourism are likely to be severe, as 
they have been in Paris, where hotel occupancy was down 8.5% in the first half of 2016, 
following the marauding attacks in November 2015.  Of those injured by the rampaging vehicle 
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on Westminster Bridge, a sizeable proportion were foreign visitors, attracted to one of the most 
popular tourist venues in Britain.  
 

Principle B:  Terrorism is the Language of being Noticed 
 

The British Prime Minister, Margaret Thatcher, introduced the term ‘oxygen of publicity’ to 
describe the opportunist use of IRA terrorism to publicize the Irish republican political cause.  
To maximize the impact of a terrorist attack, a terrorist target should be of sufficient value to 
western society as to create a large stream of domestic and international publicity if attacked.  
The Baltic Exchange building bombed by the IRA in 1992 has been replaced by the Gherkin, 
now a landmark of the London skyline.  Property can be replaced, but people cannot.  In 
keeping with the newspaper adage that ‘if it bleeds it leads’, attacks that cause casualties will 
be sure to attract widespread media coverage. 
 
Terrorist organizations use such publicity as advertising to inspire their followers around the 
world, raise funding and enlist new recruits.  Impressionable Muslims, marginalized in their 
home countries, may be enticed by the perceived success of the Jihadi community in promoting 
Islamist ideals and Sharia Law. 
 
In 2002, Osama Bin Laden wrote in a letter addressed to Taliban leader Mullah Omar: ‘The 
media war in this century is obviously one of the strongest methods; in fact, its ratio may reach 
90% of the total preparation for the battles’. Three years later, his successor Ayman Al 
Zawahiri repeated this sentiment, reiterating that Al Qaeda is in a media battle in a race for the 
hearts and minds of the Umma. This is echoed in the more recent pronouncement of ISIS that 
‘half of Jihad is media’.  As the American writer, Don DeLillo, has astutely remarked, terrorism 
is the language of being noticed.  The whole world has taken notice of the brutal terrorist attack 
at Westminster, in a way that would not have happened if the attack had taken place in some 
unrecognized location outside Central London, or had targeted property rather than people. 
 
The RMS terrorism model has used international name recognition as a crucial factor in 
prioritizing target locations. This is in contrast with the so-called heartland theory, espoused 
by some terrorism analysts, which hypothesizes that terrorists will target towns in the middle 
of nowhere so that everyone will be fearful of an attack.  This never happened during the IRA 
campaign on the British mainland, where IRA attacks were heavily concentrated in the major 
English cities.  Terrorists generate greatest media impact by focusing attacks on the key centres 
of political and economic life. The terrorist attack on March 22, 2017, was targeted directly at 
Westminster, the London centre of British political power, as well as a major tourist attraction.  
Khalid Masood lived for some time previously in the south coast town of Eastbourne, and 
stayed overnight in the neighbouring seaside town of Brighton on the eve of his attack.  His 
SUV could have rammed people along the sea front, in the style of the attack in Nice in July 
2016.  Instead, he drove 50 miles to target Westminster. Terrorist targeting to achieve 
maximum notice is precise and logical.  For the attack on the London subway system on July 
7, 2005, Mohammed Siddique Khan and co-conspirators drove 200 miles from the northeast 
of England.  Provincial towns like Leeds, where he lived, are far less noticed than capital cities. 
 

Principle C:   Target Substitution Displaces Terrorist Threat 
 

The RMS terrorism risk model was architected to embody the key game theory principle of 
target substitution: terrorists will attack the softer of two similarly attractive targets.  This is 
equivalent to a basic law of the natural world:  predators will seek out weak members of a prey 
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population. Unlike natural hazards, all terrorist targeting is relative not absolute. The 
earthquake risk to one building is not dependent on the earthquake risk to a building across 
town. This may not be true of terrorism.   
 
For example, a change in the security of a hotel across town can affect the threat level at other 
hotels. For his ambitious post-9/11 bomb plot in London, Dhiren Barot undertook 
reconnaissance of a dozen hotels in Central London, looking for security weaknesses.  
Accordingly, it is not possible to assess the likelihood of one risk being targeted, without taking 
into account the other risks that might also be targeted.  This can bias the unstructured 
elicitation of target likelihoods from security experts.       
 
This principle of target substitution can explain much about terrorist targeting. On an 
Amsterdam street in November 2004, the Dutch film-maker, Theo van Gogh, was murdered 
by Mohammed Bouyeri, a Dutch-Moroccan Islamist. This attack epitomizes the principle of 
target substitution.  Impaled in the chest of Theo van Gogh with a knife was a warning letter -  
not addressed to him, but to Ayaan Hirsi Ali, the apostate subject of his film ‘Submission’.  
She had police protection following the publication of her provocative book ‘Infidel’. He 
declined extra security, and was a soft target for the Islamist assassin.     
 
Aviation will always be a prioritized terrorist target, because a small bomb on board can 
leverage total destruction of a plane. On October 31, 2015, a Russian Metrojet 9268 was 
destroyed in this manner. An ISIS communiqué confirms this was a substitute target: ‘And so 
after having discovered a way to compromise the security at the Sharm el-Sheikh Airport, and 
resolving to bring down a plane belonging to a nation in the American-led Western coalition, 
the target was changed to a Russian plane.’ 
 
Before the July 7, 2005 London transport bombings, a counter-terrorism detective at Scotland 
Yard expressed a view that he would rather that Big Ben were struck than many Londoners 
were killed on the subway. Almost twelve years later, in the shadow of Big Ben, terrorism 
struck Westminster; not the Prime Minister or any other politician, but the police and general 
public who were unfortunate substitute targets. Just as open crowded public places in railway 
stations, airports and shopping malls are very hard to protect against shooters and back-pack 
bombers, so streets are very hard to protect against vehicle ramming of pedestrians.  Installing 
bollards on Westminster Bridge would just shift the ramming threat to neighbouring streets.  
Pedestrians will always be soft targets for rampaging vehicles. 
 
 

Principle D:  Terrorists Follow the Path of Least Resistance in Weaponry 
 

The 18th century French savant, Pierre de Maupertuis, can be regarded as one of the fathers of 
catastrophe risk modelling. He was the first to expound the following principle, which 
underlies the laws of physics that govern natural hazards. ‘The great principle is that in 
producing its effects, Nature acts always according to the simplest paths.’  This principle 
applies to terrorism as well: terrorists follow the path of least resistance in their actions. This 
principle is reflected in military strategy dating back 2,500 years to Sun Tzu’s master work, 
‘The Art of War’.   
 
Following the path of least resistance means avoiding targets which have very high levels of 
security, instead seeking out softer targets, and attacking them with tested weapons known to 
be reliable.  The optimal choice of terrorist weapon is one which uses technology already 
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having a successful track record of being deployed by terrorist organizations.  Terrorists learn 
adaptively from each other’s experience. 
 
Ever since 9/11, terrorism insurers have been apprehensive about innovation in the terrorist 
arsenal of attack weapons. All manner of sci-fi high-tech ideas have been hypothesized as 
possible terrorist weaponry. But none of these ‘unknown unknown’ weapons has been even 
close to becoming operational. There has not been a notable chemical terrorist attack since 
Aum Shinrikyo dispersed sarin gas on the Tokyo subway in 1995, a couple months after the 
Kobe earthquake, which this millenarian sect had interpreted as an augury for the coming end 
of the world. A few years earlier, Aum Shinrikyo had despatched a medical team to the Congo 
to investigate the weaponization of Ebola, but failed. The development of innovative weapons 
presents daunting technical challenges, and has an extremely high logistical burden under 
sustained intense pressure of counter-terrorism surveillance and disruption. Unlike 
Afghanistan before 9/11, there is no failed state that provides a safe haven for terrorists to 
experiment on new weapons. 
 
The vehicle bomb has been described as the terrorist’s air force because of the scale of its 
potential impact as an improvised weapon. However, as restrictions on the purchase and 
manufacture of explosives become tighter, the deployment of vehicle bombs becomes more 
difficult, especially under an oppressive surveillance and intelligence environment.  A shift in 
the terrorist threat from the use of chemical to kinetic energy follows the path of least 
resistance.  Instead of packing a vehicle with explosives, the vehicle can be driven at high speed 
into pedestrians. The kinetic energy of a heavy vehicle traveling at high speed is about the same 
as the chemical energy of a back-pack bomb.   
 
This attack mode was originated in 2008 by Palestinians in Jerusalem.  On October 20, 2014, 
a lone wolf Islamist terrorist, Martin Couture-Rouleau killed one Canadian soldier and injured 
another in a car ramming incident in French-speaking Quebec.  Psychologists suggested his 
action was a quest for significance. A few months later, on December 21, 2014, vehicle 
ramming reached mainland France when 13 people were injured during a half-hour car 
rampage in five locations in Dijon. 
 
Vehicle ramming was taken to the next level in terms of vehicle size when on July 14, 2016, a 
19 ton refrigerated truck ploughed into the crowd on the Promenade des Anglais in Nice, killing 
86. The death toll would have been higher still if the truck had been allowed to carry on its 
rampage for a few hundred metres further, into the most crowded part of the beach zone. 
 
A few months after the Nice truck ramming, another Tunisian, 24 year-old Anis Amri, killed 
12 people and injured 48 others when he rammed a 40-ton truck into a Christmas market in the 
German capital on December 19, 2016. The truck was fortunately halted by its modern 
automatic braking system, bringing it to a standstill after about 80 metres.    
 
Media coverage can create a copycat spiral. As with crashing aircraft into skyscrapers, crashing 
vehicles into pedestrians harnesses the power of modern transport technology to cause harm.  
Khalid Masood’s vehicle rampaged along Westminster Bridge, before he completed his attack 
on foot with two long kitchen knives in hand.  In attacking with improvised weapons, he was 
abiding by the injunction of Abu Hamza, radical imam of the notorious Finsbury Park mosque 
in London, which schooled and gave refuge to a generation of terrorists: ‘You can't do it by 
nuclear weapon, you do it by the kitchen knife, no other solution. You cannot do it by chemical 
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weapons, you have to do it by mice poison.’   This is an explicit embodiment of the adaptive 
principle that terrorists should follow the path of least resistance in weaponry. 
 

Principle E:   Too Many Terrorists Spoil the Plot 
 

Spectacular terror attacks require diligent planning, reconnaissance and attack preparation, and 
a number of trained operatives -  the more ambitious and extensive a terrorist plot is, the more 
operatives are needed. No person lives in complete isolation; every human being has his or her 
own social network. Social networks are amenable to a substantial degree of analytical 
characterization, providing a sufficient window on terrorist cell contacts for most plots to be 
interdicted. The various links between members of a social network provide key insight into 
the involvement of an individual in a terrorist plot. The singular achievement of the western 
security services in interdicting more than 80% of significant plots since 9/11 is evidence of 
their command of terrorist communications networks. 
 
Terrorist social network analysis by RMS in 2010 has shown that the likelihood of a plot being 
interdicted increases with the number of operatives as indicated in the table below: 
 
Cell Size 1 2 3 4 5 6 7 8 9 10 
Interdiction 

Probability 

0.26 0.46 0.60 0.70 0.78 0.84 0.88 0.91 0.93 0.95 

 
Highly elaborate ambitious plots capable of inflicting catastrophic insurance loss would 
typically involve so many operatives as to have a very high likelihood of interdiction.  This 
would be wasteful of terrorist resources. Discouragement of Jihadi plots involving double-digit 
operative numbers came from Osama bin Laden himself in a message from his Abottabad 
hideout: ‘For a large operation against the US, pick a number of brothers not to exceed ten.’  
The more operatives there are, the greater is the chance that one of them will compromise the 
terrorist venture: too many terrorists spoil the plot.   
 
Whereas a vehicle bomb would require a number of skilled and experienced operatives to 
enable a successful attack to be launched with confidence in its reliability and effectiveness, a 
vehicle ramming plot requires only a licensed driver: no experience or training are required.  
There is no need for operatives to procure and store explosive material or carry out target 
reconnaissance.  Nor are the specialist skills of a bomb-making expert required. Khalid Masood 
was apparently good at chemistry at school, so might have been amenable to executing a bomb 
plot, if this had been a viable option.  
 
With most terrorist attacks, some links with a terrorist organizational hierarchy may exist, but 
these would lack the intelligence communications detectability of links between operatives, 
and so do not figure in the probabilistic interdiction analysis. Acting as a lone operative, a 
terrorist can still expose an emerging plot through unwitting communication with others in his 
or her social network.  Individuals vary in the extent of their personal social networks.  In recent 
times, Khalid Masood appears to have been rather isolated within the Muslim community.  
Thus he would have been less susceptible to plot compromise through a Muslim informant 
acting for MI5, or through communication with Muslims on the currently active MI5 watch-
list of persons of interest.  But then he did not need psychological or logistical support from 
anyone.  His Muslim faith he displayed openly in his traditional Muslim dress, and he had 
enough practical experience to have taught knife attack technique. 
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As its self-declared caliphate has shrunk, ISIS has increasingly emphasised the significance of 
its western supporters carrying out attacks at home rather than traveling to the caliphate. In 
May 2016, Abu Muhammad al-Adnani, a close aide of the ISIS leader said lone actor attacks 
in the US and Europe were dearer to ISIS than the biggest action in Iraq and Syria.  No wonder 
that ISIS promptly claimed Khalid Masood as a soldier of the Islamic State, who had carried 
out his operation in response to appeals to attack western powers, like UK, involved in military 
operations in the Middle East.   He had no need of any logistical assistance from this terrorist 
organization.  He needed no training for vehicle ramming or handling a blade, and the minimal 
cost of the operation could have come from the proceeds of his benefit fraud. 
 

Principle F:   Terrorism is a Thinking Man’s Game 
 

Co-founder of the Popular Front for the Liberation of Palestine, Dr. George Habash, realized 
the importance of smart thinking in an asymmetric war: ‘This is a thinking man’s game.  
Especially when one is as poor as the Popular Front is.  It would be silly for us to even think 
of waging a regular war.  This is mirrored by the reckoning of the IRA campaign in Ulster that 
terrorists are out-thought rather than out-fought.  Terrorists need to be smart to coerce nation 
states to change their policies. 
 
Khalid Masood, who had been regarded as bright at school, and did crossword puzzles, was 
smart enough to devise a highly effective attack plan to optimize media coverage, cause 
numerous casualties, and create widespread fear amongst Londoners. Westminster Bridge is 
the busiest tourist thoroughfare in Britain, connecting Parliament Square and Westminster 
Abbey with the London Eye and other South Bank attractions. Pedestrians on Westminster 
Bridge had no escape route from the oncoming speeding SUV. On one side there was the river; 
on the other was heavy traffic.  One pedestrian was thrown over the bridge into the river, where 
she was pulled out unconscious but alive. Another was thrown under a bus, where she was 
killed.  The pedestrian death toll could have been an order of magnitude higher. 
 
As he passed the entry gate into Parliament brandishing two large knives, Khalid Masood 
would have known he would be would not come out alive, but might have hoped to inflict harm 
on a senior politician. Indeed, had he not been shot, he might have got close to the Prime 
Minister, as she was rushed back to 10 Downing Street.   
 
It is a common perception that terrorists who seek to die in the course of their operations are 
crazy or irrational.  Such a perception is a form of mind-blindness – failing to understand the 
mind-set of others.  The 17th century French philosopher Pascal proposed an argument, known 
as Pascal’s wager, to justify sacrifice in the service of God.  The probability that God exists is 
neither zero nor unity.  Hence if the reward for sacrifice is everlasting paradise, as Jihadist are 
convinced, then the expected benefit, (i.e. the product of reward and likelihood), is infinite. As 
a Muslim convert, Khalid Masood would have been assured that a benefit of converting to 
Islam is that God promises paradise to the believer.  Furthermore, as a Shaheed or martyr, he 
would have been granted seven special favours from Allah, the first being that his sins would 
be forgiven.  For a devout Muslim who had led a profligate life as a youth, the expiation of his 
sins through martyrdom may have weighed on his mind.    
 
We will never know his thoughts as he rented the Hyundai SUV in Birmingham, where he 
lived, or as he checked out of the small hotel in Brighton, before he embarked on his final 
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journey to London.  But he must have done a lot of thinking to have pulled off the most 
significant UK terrorist attack in a decade -  terrorism is a thinking man’s game.   
 
He is known to have had a very violent criminal past, involving time in jail, where he may have 
become radicalized.  He came under MI5 scrutiny for the first time in 2010, after he returned 
from Saudi Arabia, ostensibly teaching English there. A penchant for knife crime, a violent 
temperament, and a belief in an extreme version of Islam, set him up for terrorism.  In the 
persuasive words of an ISIS recruitment slogan: everyone has to die, why not die a martyr?   
With dangerous Muslim criminals being radicalized in western jails, many of whom, like 
Khalid Masood, are born and raised in democratic western countries, Islamist terrorism will 
not be eradicated from the face of the Earth, despite President Trump’s inauguration pledge 
and efforts to restrict Muslim entry to the USA. What happened on the streets of London could 
happen on the streets of New York or Washington DC. 
 

Principle G:   Terrorism Insurance is Effectively Insurance against the Failure of 
Counter-Terrorism 

 
Whatever the behaviour of terrorists, it is the responsibility of a counter-terrorism organization 
to maintain vigilance to detect plots as they form, and to break up plots before terrorists move 
towards their targets in readiness to strike.  Intelligence officers cannot read human minds, but 
they hire informants, and they can track communications and online activities, albeit at the 
societal cost of infringement of civil liberties. The astonishing mass surveillance revelations of 
the ex-CIA whistle-blower Edward Snowden have come as no surprise to those who have 
analysed the contact chaining process by which the security services of the western alliance 
have managed very capably to control terrorism since 9/11.   The global geographical extent 
of the surveillance is made possible through the international collaboration of intelligence 
communication agencies, notably between NSA in USA and GCHQ in England.   
 
Since 9/11, the vast majority of major terrorist plots in North America, Western Europe and 
Australia have been interdicted.  The Five Eyes English-speaking intelligence alliance of USA, 
UK, Canada, Australia and New Zealand is extremely well funded and effective.  Of those 
plots that are not interdicted, a proportion fail for technical reasons. Both the December 2001 
aviation shoe and December 2009 underwear bombs failed technically, as did the London 
subway bombs of July 21, 2005, and the propane gas vehicle bombs in London in June 2007 
and in Times Square in May 2010.  An important lesson to be gained from an analysis of the 
dozens of ambitious terrorist plots against the western alliance since 9/11 is the game theory 
observation that terrorism is as much about counter-terrorism response as about terrorist 
actions.  A corollary is that terrorism insurance in the western alliance is effectively insurance 
against failure of counter-terrorism.   
 
This perspective on the nature of terrorism insurance risk is reinforced further by the following 
observation. Of the small number of plots that evaded interdiction and were technically 
successful, one or more of the operatives have often been known to the security services.  This 
was the case with the July 7, 2005 London bombings, the April 15, 2013 Boston marathon 
bombings, the murder of UK fusilier Lee Rigby on May 22, 2013, the 2015 Paris attacks, and 
now also the Westminster attack of March 22, 2017.   
 
It turns out that Khalid Masood had been a peripheral figure in relation to suspected Islamist 
terror threats.  He lived for a while in Luton, 30 miles from London, at a time when the banned 
al-Muhajiroun group, led by the radical Islamist Anjem Choudary, was active in promoting 
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extremist views, and supporting political violence.  Masood was regarded as a subject of 
interest because he was loosely connected to people under investigation by the security 
services.  For example, MI5 found that he was on the periphery of a plot to blow up an army 
base in Luton using a remote control car.   Also, when he was living in Luton, he became close 
friends with Iraqi-born Swedish citizen, Taimour Abdulwahab, an Islamist extremist who blew 
up his car, then himself, in Stockholm, on December 11, 2010. 
 
However, Khalid Masood was not named on an official list of 2000 extremists at the time.  
Indeed, prior to the 2012 London Olympics, he was excluded from MI5’s list of subjects of 
interest.   His middle age may have been a factor:  he was aged 52 at the time of the Westminster 
attack.  But he was an active body-builder and was physically extremely fit.  This is clear from 
his ability to sprint 150 yards, from where his SUV crashed, to the Parliament entry gate, and 
then stab PC Palmer through a protective vest.  In profiling potential terrorist suspects, physical 
fitness should be taken into account.  There is no retirement age for fit terrorists. 
 
Khalid Masood had a lengthy criminal record, which is quite common with Jihadis, and hence 
was well known to the UK police.  In Germany, two-thirds of foreign fighters have had criminal 
records and more than half of those from Belgium and the Netherlands had a similar 
background.  Anis Amri, the Tunisian truck rammer in Berlin had convictions for theft and 
violence.  Among the November 13, 2015 Paris terrorists, a number had previous convictions 
for robberies and drug dealing. 
 
More than a thousand known extremists are currently jailed in UK.  Counter-terrorism officers 
can have as many as forty investigations running at any one time.  Inevitably, this means they 
have to prioritise whom to watch. Clearly, this prioritization may allow some terrorists to slip 
through the counter-terrorism net.  Whilst this poses a public safety issue, tightening of the 
counter-terrorism net might involve unacceptably draconian espionage measures such as 
deployed ruthlessly by the Stazi in the East German police state.  The balance between 
preservation of civil liberties and security inevitably means acceptance of some residual risk.  
The occasional lapse in counter-terrorism is effectively what terrorism insurance is covering. 
 

Principle H:   Counterfactual Analysis Matters 
 
Ever since 9/11, it has been evident that new types of lateral thinking are required for terrorism 
risk analysis.  A key contribution comes from counterfactual analysis of the past. The American 
writer, Mark Twain, remarked, ‘History doesn’t repeat itself, but it does rhyme’.  Most events 
have either happened before, nearly happened before, or might have happened before. 
Conceptually, the historical past has a dense labyrinthine event-tree structure, and the domain 
of future possibility is mostly spanned by history, its perturbations and variants.  Yet, the past 
is typically perceived in a fatalistic way somehow as having been inevitable. 
 
Counterfactual thinking sparks terrorist innovation.  On October 31, 1999, an EgyptAir pilot, 
Gameel El-Batouty, flying out of JFK to Cairo shut down the engines and crashed his plane 
into the Atlantic Ocean.   What else might have happened to Egyptair 990?   Counterfactually, 
the passenger jet could have been deliberately crashed into a Manhattan skyscraper.  This may 
appear fanciful, but a terrorist mastermind had such a counterfactual thought: Osama bin 
Laden.   Less than two years later, the WTC twin towers were struck by passenger jets. 
 
Substituting New York for Paris, a deliberate terrorist plane crash into an iconic western 
structure almost happened six years before 9/11, when terrorists hijacked AF8969 in Algiers 
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on December 24, 1994.  Fortunately, the French authorities had an informant within the 
Algerian terrorist organization, GIA.  Warned of the true intent of the hijackers to crash the 
plane into the Eiffel Tower, the French authorities despatched commandos to storm the plane 
whilst refuelling in Marseilles. 
 
The South of France features in the next paradigm of terrorist counterfactual thinking. On New 
Year’s Eve 2015, a car driver apparently under the influence of drink lost control, left the road 
and hit a restaurant terrace in Nice. This accident, which claimed the life of a dog and injured 
a customer, was reported in the local Nice Matin newspaper.  This unassuming article was kept 
on the cell phone of Tunisian Mohamed Lahouaiej-Bouhlel. But for what purpose? The 
Tunisian terrorist reasoned counterfactually that the accident in Nice on an evening of 
celebration could be repeated as a deliberate malicious act of political violence.  This took 
place on the Promenade des Anglais during the next major public French festival: Bastille Day, 
2016. 
 
Whenever a surprising event occurs, questions are asked how it might have been anticipated, 
and the risk mitigated. It is unusual for questions to be asked how the event might have been 
worse.  To ponder what would have happened if things had turned for the worse is called by 
psychologists a downward counterfactual. By contrast, an upward counterfactual considers 
what would have happened if things had been better. It is a facet of human nature that upward 
counterfactual thoughts are much more common than downward ones.   
 
In the construction of stochastic event sets for terrorism risk modelling, maximum use needs 
to be made of the historical record of terrorist plots, few of which in the western alliance turn 
out to be successful.  Consider the scenario of aircraft impact. Although there has yet to be a 
successful terrorist aircraft attack on an iconic UK building, in 2003, terrorists planned to hijack 
a plane at Heathrow, stun the crew, and fly the plane into the Canada Tower in London’s 
Docklands financial district. Plot details were found on a computer of an Al Qaeda operative 
seized in Lahore. Furthermore, the Al Qaeda training manual includes a specific threat against 
Big Ben, the iconic clock tower at Westminster. 
 
According to the principle of following the path of least resistance in weaponry, the threat to 
Westminster has shifted from aircraft impact to vehicle impact.  We know what happened as a 
result of Khalid Masood’s attack, but what are the downward counterfactuals? This is a 
question which should be asked of any significant hazard event, either natural or man-made.   
Of the terrorist plots that MI5 managed to interdict in the period leading up to the Westminster 
attack, some involved firearms. The large popular Westfield shopping mall in West London 
has been identified as one possible crowded target.  Since the Mumbai multiple shooter attacks 
of November 26, 2008, there have been Islamist terrorist threats of repetition in Europe.  The 
UK security service has been alert to the style of armed attack that struck Paris in January and 
November 2015, and British Jihadis returning from fighting for ISIS in Syria are known to be 
trained in firearm usage. 
 
With the open border between Belgium and France, weapons are readily transported to France 
from Belgium, which is a hub of the illicit trade in AK47s and other light military weapons.  
The Kouachi brothers assassinated the committee of the Charlie Hebdo satirical magazine on 
January 7, 2015 using AK47s. Counterfactually, if Khalid Masood had an AK47 in his SUV, 
rather than just a pair of long kitchen knives, his intrusion into the Palace of Westminster might 
have been deep enough to pose a serious threat to members of Parliament. Furthermore, if he 
had a similarly-armed accomplice, then, like the Kouachi brothers in Paris, they could have 
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caused deadly mayhem in and around Parliament.  However, given the past MI5 file on Khalid 
Masood, either of these counterfactuals would have had him back on MI5 radar. 
 
The seriousness of the Westminster terrorist attack on March 22, 2017 is not measured only by 
what the actual loss turned out to be, but what might well have happened.   Such thinking will 
help reduce future terrorist surprise. Following the November 13, 2015 multiple Paris attacks, 
Charlie Hebdo commented that the brain is the best counter-terrorism weapon. The brain is 
also the best tool for terrorism insurance risk analysis, and counterfactual thinking is an 
essential part of the armoury.  
 
 
 
Dr Rachel Anne Carter Managing Director, Carter Insurance Innovations Ltd, Manager & 
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SHOULD THE INSURANCE INDUSTRY INSURE FOR CHEMICAL AND 
BIOLOGICAL TERRORISM EVENTS?  

 
Chemical and biological terrorism is greatly feared, both among the public and within the 
insurance industry. Within terrorism reinsurance pools, the degree of cover provided for 
chemical and biological terrorism events varies. Traditionally there has been only a limited 
number of Lloyd’s syndicates who provided cover for chemical and biological terrorism.  
 
Lloyd’s syndicates require a series of scenarios on which to base decisions. In the development 
and modelling effort the industry has traditionally used situations which are at the “doomsday” 
end of the spectrum.  However, there is actually a wide variety of potential outcomes, the vast 
majority of which are not wholly catastrophic. The question for the insurance industry then 
becomes: What is the relative risk and what is the probability of the risk materialising? There 
are few events to establish a useful baseline and the overall knowledge-base in this area is low 
within the insurance industry.  Perhaps a more constructive alternative is to acknowledge the 
very low probability of the “doomsday” scenarios and work towards understanding the more 
likely events and outcomes.  Expertise in this area certainly exists, but it tends to be in other 
sectors. The insurance industry needs to engage with the existing experts to help calculate 
probabilities and potential impacts in a more refined manner.   
 
Obviously, the insurance industry does need to remain conservative to ensure sufficient capital 
reserves to cover against potential losses. However, looking at the reality and the risks 
associated with chemical and biological terrorism, this poses an area where existing insurers 
can expand traditional terrorism offerings, as most outcomes are not likely to be absolute 
catastrophes.  Should the commercial insurance industry take more of this risk, particularly in 
a soft market environment where this opportunity provides a potential additional revenue 
stream? Unlike the scenarios where the events are doomsday, given the reality of the risk and 
the resources and expertise required for an attack, the events are insurable. If more insurers 
looked at the risk in a realistic manner rather it is likely there may be more products on offer 
to cover these types of risk. 
 
We can start by recalibrating our models to become more reflective of reality.  Insurers need 
to start using realistic information from experts in the field. This includes understanding the 
mechanisms by which an attack can be carried out, the quantities of chemicals (or biological 
agents) required, their hazards to health, and their propensity to cause property damage. Closer 
interaction with civil and military experts in the field will help promote a greater understanding 
of the threats and potential losses. Such losses would be not just to people (injury, illness, 
death) but also property loss through contamination, clean-up and recovery, and business 
interruption.  By actually getting a grip on what these things cost, there are opportunities to 
provide cover.  In doing so it may also whet the appetite of alternative capital suppliers who 
may be looking to diversify portfolios in an area where there are few commercial insurers 
writing cover.   
 
In March 2017, the Journal of Terrorism and Cyber Insurance started an effort to try to bridge 
the gap between chemical/biological experts and the insurance industry.  The Journal ran an 
industry seminar designed to educate the insurance industry on the reality of chemical and 
biological terrorism and how each of the chemicals or biological agents which could be used 
in a potential attack. The seminar served to dispel some of the myths and fear-mongering so 
that insurers with a more informed knowledge base can underwrite or broke such risks.  
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Chemical and biological incidents are not unknown these days. London has seen some acid 
attacks more of a criminal act than terrorism. The brutal war in Syria has seen several horrific 
Sarin attacks and numerous uses of chlorine.  But recent trends in terrorism aren’t chemical or 
biological in nature. This presents some challenges.  There is insufficient data and the existing 
data is not coordinated, there are few experts who understand about chemical and biological 
risks and even fewer insurers who have engaged these people to assist with scenario design. 
On the data side, the industry should start to develop data based on a variety of capabilities, 
terrorist events and other attacks which could one day in the future be translated into a chemical 
or terrorist attack. In the interim, however, looking at the risk at a more technical level, there 
is potential for the number of offerings to increase and thus for the penetration of these risks 
within the commercial insurance market to increase.  
 
The myths associated with chemical and biological terrorism are not merely due to fear or 
conservatism within the insurance industry. Hollywood and modern social media have much 
to blame for the circulation of half-truths and urban legends surrounding chemical and 
biological weapons. Professionals working to protect the public from such hazards have their 
work made more difficult by such information.  Further, conspiracy theories prey on ignorance 
and misperception and make things even worse.  As one of the key effects of terrorism is, by 
definition, terror, there is much that can be done in mitigation of the threat. The article will 
now discuss some of the misconceptions.  
 

“Poison Gas” 
 
Inaccurate language does not help the struggle to understand the threat.  One example is the 
phrase “poison gas”.  The first generation of chemical weapons were true gases – chlorine and 
phosgene.  The Hollywood chemical attack of a wall of purple fog chasing people down the 
street makes for good drama but is inaccurate.  “Poison gas” and “Gas warfare” became 
enshrined in the public lexicon.   However, most chemical warfare agents introduced since 
1917 are not gases at normal temperatures. Most are liquids, albeit with varying degrees of 
volatility (the propensity to evaporate).  Even so-called “Mustard Gas” isn’t – it’s real name is 
Sulfur Mustard and it is a liquid.  If you expect it to be a gas, you will probably misjudge how 
it will behave in a terrorist incident.   
 
It is also important to remember that even when they are in vapour form, the vast majority of 
chemical warfare agents (and all the biological ones in aerosol form) are heavier than air.  This 
is also useful for context in terms of assessing the risks to insurers. From a terrorist perspective 
there is also less appeal in the use of such chemical agents because there less spectacle 
associated which can then be deployed to the media as a spectacle of the terrorist event. Without 
this visual display in increasing the level of fear it is unlikely that there will be the pull towards 
such methodologies of employing terrorist attacks.  
 
The evolution of the terrorist threat, particularly with the increase in frequency of ‘lone wolf’ 
style attacks, is designed to create a visual spectacle and engender fear. It is unlikely that 
property damage or business interruption are going to be sufficient motivators of the modern 
terrorist. It does not fit within the psyche of the modern terrorist.  Due to the latency (i.e. the 
lag time between exposure and adverse effects) of many chemical weapons and nearly all 
biological weapons, the dead and injured will be in hospital wards, not on the street, in many 
scenarios.  
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“One Drop Can Kill” 
 
Journalists are keen to use comparisons like “only a milligram of X will kill a person” and 
these comparisons reveal a fundamental gap between theoretical toxicology and the practical 
mechanics of dispersing chemical or biological weapons.  Chemical and biological weapons 
are highly dependent on a wide variety of variables such as weather and their mechanical 
design. Chemical and biological weapons rely not just on chemistry and biology, but on 
physics.  Gases, vapours, aerosols, liquids, solids, and microbes all need some way of getting 
into the human body (“route of exposure” in technical-speak) and things do not defy physics 
or logic.   
 
In theory it only takes 50 mg of Sarin in cubic meter of air to kill people. In all likelihood, an 
air dropped bomb which occurred in April 2017 containing perhaps 90kg of Sarin managed to 
kill perhaps 70 to 100 people in Khan Sheikhoun.  In 2013, something like 800 to 1000 kg of 
Sarin killed perhaps 1400 people (counts vary) in Ghouta, Syria.  These incidents illustrate the 
gap between theory and practice.  
 

“We’re All Going to Die” 
 
It is easy to slip into apocalyptic metaphors when discussing this strain of terrorism and then 
for such apocalyptic insurance scenarios to be developed and for very little policies to be 
written covering such risks. However, doing so works as a force multiplier for bad people 
trying to do bad things.  To date, the majority of terrorism incidents in this field are hoaxes 
involving innocuous substances. Although competent professionals can sit down and calculate 
horrific scenarios, these scenarios represent the rare worst cases and do little to help us 
understand the threat or in the context of insurance the probability of occurrence and a loss 
materialising.  Likely scenarios tend to have mediocre and inefficient employment.   
 

Incrementalism 
 
One thing that is usually overlooked in commentary on chemical and biological weapons is the 
likelihood of incremental use. For the insurance industry this information is key as it is one of 
the critical factors which need to be taken into account when underwriting chemical and 
biological terrorism insurance products and setting appropriate limits, event sub-limits, capital 
allocation and pricing the risks adequately. 
 
Historically, chemical and biological weapons that are actually effective at causing widespread 
impact are the result of both the accumulation of large quantities of chemical and biological 
warfare materials and extensive testing and development efforts. Fine tuning the physical 
mechanisms for dissemination of chemical or biological materials in a form that will cause 
harm without destroying the materials in the process turns out to require mastery of many 
variables.  Even the large nation states had to resort to much trial and error to gradually arrive 
at weapon designs that worked in practice as well as theory.  
 
Terrorist groups are not likely to commit to testing regimes to fine tune a device nor are they 
necessarily going to patiently accumulate large quantities if, in doing so, they expend scarce 
resources and greatly increase the likelihood of discovery.  The urge to use something right 
away may not be resisted by group leaders, particularly given the expenditure of resources 
committed.  Therefore, groups are likely to start out small, with devices that may or may not 
work as intended.  
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What Does This Mean for the Insurance Industry? 

 
As discussed, the insurance industry has an opportunity to expand existing insurance terrorism 
insurance cover to include cover for chemical and biological risks. Dispelling myths and 
doomsday hype in favour of knowledge based assumptions and assessments are important to 
the expansion of the insurance industry, to pricing, to product offering and in identifying the 
best means of providing economic protection against terrorist risks.  If insurers can start putting 
together realistic sets of risks and probable outcomes, it can then start putting financial figures 
together and start offering competitive products.   
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MEDIA, CYBER AND INFORMATION WARFARE THROUGH THE 
AGES  

 
Before fake news, there was yellow journalism. Before Fox News and Rupert Murdoch, there 
was Joseph Pulitzer's New York World, and William Randolph Heart's New York Journal, two 
newspapers locked in a circulation war to the death.   
 
We think of Pulitzer somewhat in the same breath as journalism of excruciatingly high 
standards; Joseph Pulitzer's reputation was slightly different when he was alive. Purchasing the 
New York World in 1884, he drove its circulation up through publishing essentially 
sensationalist stories and was the pioneer of tabloid journalism, and for a while its lone 
practitioner - until he was joined in the field in 1885 when William Randolph Hearst acquired 
the New York Journal.  Each attempted to outdo each other in dispensing sensation and 
salaciousness that in 1889, a Florida editor who rejoiced in the name of Lorettus Metcalf said 
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"the evil grew until publishers all over the country began to think that perhaps at heart the 
public might really prefer vulgarity." 
 
It was an age when newspapers behaved like the blogs of today: but with no far soberer medium 
to balance it out.  So when at 9:40 pm on 15th February 1898, the USS Maine sank in Havana 
Harbour after a massive internal explosion, the Hearst and Pulitzer owned papers jointly leapt 
- over a chasm of non-existent evidence - together to a rocky conclusion that Spain was at fault.  
This came as some news to Spain, and in fact, in 1974 US Navy Admiral Hyman Rickover, on 
examining the documents, concluded the sources of the explosion were wholly within the US 
vessel.  But such niceties did not trouble Pulitzer and Hearst, who roused a bloodthirsty public 
to demand reprisal with cries of "Remember the Maine, to Hell with Spain," and repeated 
headlines such as "Spanish Murderers".   
 
This was nineteenth century click bait, plain and simple, with eye-catching headlines and 
fabricated stories to increase readership and revenue. 
 
Lying to the public especially about foreign affairs goes back at least to 1200 BC when 
Ramesses the Great, whose name we still recognise, won a great battle for all Egyptians at the 
Battle of Kadesh.  We know it was a great battle because he told us so, and filled the walls of 
nearly all his temples with images of the great Ramesses smiting his foes.  As it happens, the 
treaty Egypt signed with the Hittites reveals the battle was a stalemate. 
 
In the fervid social and religious dynamism of Rome in the second and third centuries, the 
Christian apologist Lactantius regaled his readers with tales about the immorality, cruelty, 
cannibalism, and incest rampant amongst pagans, whilst the pagan writer Porphyry returned 
the favour by telling his readers the Christians were doing the same.  
 
It being the Fourth of July, surely we can all rejoice in Benjamin Franklin writing fake news 
about murderous 'scalping' Indians working in the employ of George III, in an attempt to 
influence public opinion to favour the Revolutionary cause. 
 
In 1835, the New York Sun published a rather charming series of stories about an astronomer 
who had observed bizarre life on the moon.  The article detailed the fantastic animals to be 
found on the moon, including bison, goats, man-bats, bipedal beavers, and unicorns, cavorting 
under trees, by oceans and on beaches, all observed with the help of a mysterious new " 
immense telescope of an entirely new principle." 
 
Amidst the Moon Hoax, the Sun's circulation flocked from 8,000 to over 19,0000 copies, 
becoming the world's bestselling daily. 
 
So the commercial incentive to create sensational stories unhitched from anything so boring as 
evidence continues to the present day, with operations such as that which Jestin Coler formerly 
ran, called Disinformedia, which employed from 20 to 25 writers at a time to write popular 
hoax stories, and then earning from $10,000 to $30,000 a month from the advertising revenue 
attracted by the readership numbers the fake news would lure.   
 
There is a small city in Macedonia, called Veles, where approximately seven different fake 
news organisations employ hundreds of teenagers rapidly to produce sensationalist stories for 
US clients.  One 19-year-old told the BBC in December that some of his former colleagues 
earn thousands of euros a day, a digital gold rush where the average salary is only €350 a 
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month.  'Teenagers in our city don't care how Americans vote,' he told the BBC, 'they are only 
satisfied that they make money and can afford expensive clothes and drinks.' 
 
The primary consumers, says Jeff Green of Trade Desk, are rather surprisingly not digital 
natives, but well-educated, affluent persons in their 40s and 50s, who are likely voter and who 
exist largely in reinforcing informational echo chambers. 
 
At the same time, leaders such as Benito Mussolini could use the existence of of these 
disreputable organs to paste the label of "yellow journalism" on factually correct writing they 
simply didn't like.  In 1925, Mussolini attacked newspapers for printing true stories about his 
ill health, saying they were 'ready to stop at nothing to increase circulation and to make more 
money.' 
 
For the mainstream newspapers, the Suns and Hearst and Pulitzer organs, they soon found that 
by appearing regularly under a constant title, they were vulnerable to acquiring an 
untrustworthy reputation.  Far better, then, to flock to the courts and police stations to write 
genuine human drama of which there was an infinite supply, and a far more sustainable model. 
 
And so we went from the age of Pulitzer the owner to that of Pulitzer the prize, when 
impartiality and objectivity began to be valued at least at the most prestigious newspapers. 
 
What changed?  This model, a bundle of stories from an organisation with a static name and 
reputation to protect, no longer works, with Facebook algorithms simply offering popular 
stories - ones that have received likes and click-throughs in abundance - to ever broader and 
broader audiences. 
 
And so the internet, which at the same time eroded the circulations, financial viability, and 
audience monopoly of impartial, venerable newspapers, through Facebook and twitter 
algorithms managed to reward sensational, and dare we say it generally incorrect, content not 
seen in such abundance since the last days of the nineteenth century. 
 
From here, it was a small step to the discovery, by states, of the potential for the weaponisation 
of fake news in a broadened terrain of operations for hybrid war. 
 
On the 21st of June, the FBI's top counterintelligence official Bill Priestap painted a sinister 
portrait of Russian efforts at stockpiling stolen information, at selectively disseminating it 
during the US presidential campaign, including with 'online amplifiers to spread the 
information to as many people as possible.' 
 
In the world of fake news, truth is seen as relative, there is no provable fact, and no potential 
for such a thing as journalistic objectivity.   
 
Fake news is to be distinguished from inaccurate, wrong news - the 1948 Dewey Defeats 
Truman headline, for example, honest makes not made with an intention to deceive.  As the 
New York Times said in an editorial at the end of June, ' No news organization is going to pass 
an infallibility test, and advancing a perception that we should pass such a test merely sets us 
up for diminishing public regard. Journalistic honesty is better measured through corrections 
than dismissals.' 
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Russian journalist Alexey Kovalev says in Russia itself, independent media organisations are 
poorly resourced, whereas state-owned information industries have on the order of $1.5 billion 
a year. Smaller organisations often will print statements of fact from the large state 
organisations, because they would not have resources to check the facts: meaning incorrect 
factual claims will be repeated even by independent media outlets.  State media and overseas-
facing arms such as Russia Today repeat a well-tuned message, he says, that Russia and its 
clients are never to blame for anything - this is the west.  A decade on, he says, many editors 
and sections of the public behave the message, so it is less difficult to sell.  
 
So says the former US director of national intelligence James Clapper, Putin lost confidence 
following widespread protests at home between 2011 and 2013.  The protests began following 
the announcement of the 2011 Russian Duma results, and economically speaking, were 
bolstered by young well-educated urban professionals who had benefited from growth in the 
Russian economy before the 2008 economic crisis, and blamed political corruption in part for 
the continued stagnation in their salaries. 
 
One response has been a rise of fact-checking websites:PolitiFact.com, FactCheck.org, and 
Snope.com.  Another has been focussed attention on the social media sites themselves: in 
November 2016, Society of Professional Journalists president Lynn Walsh said that Facebook 
should admit that it was, at this point, a media company.  Mark Zuckerberg in reply said that 
Facebook would expand its cooperation with independent fact-checking organisations and 
possibly fraudulent stories will be presented with the tag, "disputed by third party fact-
checkers."  Media communications professor Melissa Zimdars fashioned a Google Chrome 
extension to warn users about possibly fraudulent websites.  Zimdars identified lack of 
attribution, poor layout, use of all capitals, and URLs close to but different from trusted news 
sources as hallmarks of fake news channels. 
 
The British Army's 77th Brigade, the Facebook Warriors as the Guardian described them, 
created in April 2015 and with an active and reserve strength of 1,500, was depicted as 
orientated towards non-lethal warfare, and controlling the narrative against a background of 
24-hour news, smartphones, Facebook and Twitter.  Soldiers with social media skills or 
backgrounds in the media were particularly sought, in an attempt to counter the social media 
successes won by ISIS and Russia.  "The actions of others in a modern battlefield can be 
affected in ways that are not necessarily violent," said an army spokesman at the time. 
 
In so doing it was following a path trod by the Israeli Defence Force in its 2008 Gaza War and 
again in summer 2014, which saw it use dedicated teams tweeting prolifically, as did Hamas's 
Qassam Brigades, at times engaging directly with each other. 
 
Social media as a battlespace continued to be relevant in the last few months, with Ukraine's 
President Petro Poroshenko banning the popular Russian-language social media platform 
vKontakte, as well the mail.ru email hosting platform used by millions of Ukrainians, as well 
as cybersecurity software from the Russian company Kaspersky.  The ban is easily 
circumvented through VPNs, and is unpopular among people who would lose access to 
networks of friends, as well as in the east, where the platform has been used to access 
humanitarian aid.  However, it is the latest salvo in an information war which in the summer 
of 2014 saw Russian media widely disseminate the story of a woman who said she was Galina 
Pyshniak from Slovyansk who claimed that on retaking the city, Ukrainian soldiers ordered all 
city residents to the central square and publicly crucified a small boy while his mother was 
dragged around the square by a tank until she was dead.   
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Rum luck for the little chap, except when journalists subsequently went to Slovyansk, no one 
had ever heard of the event, which purportedly took place in front of all the residents of the 
city.  However, it did transpire that Ukrainian soldiers gave out food to residents in the city 
square on arrival, which is why a large crowd had gathered there, and that Galina's husband is 
a former member of Ukraine's notorious Berkut riot police, and currently a separatist soldier. 
 
One Brit, Peter Dickinson, who runs a publishing business in Ukraine, said that Russian secret 
services have used the network not only to disseminate Moscow-friendly propaganda, but to 
mine data about Ukrainian politicians, soldiers, and public opinion, using Ukraine as a testing 
ground for information warfare tactics deployed in the 2016 US presidential election. 
 
When former FBI agent and cybersecurity specialist Clint Watts testified before the US Senate 
Intelligence Committee in April, he described how Russians used armies of Twitter bots to 
spread fake news using accounts which appeared to be from Midwestern swing-voter 
Republicans.  When you're trying to social engineer someone, said Watts, "it's much more 
simple because you see somebody and they look exactly like you, even down to the pictures."  
When states attempt to weaponise social media, says Watts, it's much more significant and at 
larger scale than ISIS's use of social media to recruit followers. 
 
According to researchers, automated bot accounts made up 18% of Twitter traffic related to 
the 2016 election, and they overwhelmingly pushed messages in favour of now president 
Donald Trump.  At least a third of pro-Trump tweets during the election issued from bots, and 
half of Trump's most engaged Twitter followers are bots. 
 
So where are they now? 
 
Ben Nimmo, a fellow of the Atlantic Council, has watched clusters of botnets pivoting to 
European elections in the Netherlands, Germany, and especially France.  Bot activity targeting 
the US has lulled, he says, though some accounts seem now to target the President, attempting 
to engage with his tweets, and influence him.   
 
In April, Facebook shut down over 30,000 French accounts spreading fake news in support of 
Marine Le Pen.  Bots that formerly tweeted to support Trump's presidency began tweeting for 
Le Pen.   
 
Disinformation as a weapon of war is not tremendously new, particularly in the rivalry between 
Washington and Moscow.  Soviet intelligence officials spread rumours that US spy agencies 
were behind the assassination of Martin Luther King, and that the CIA created the Aids virus 
at Fort Detrick in Maryland.  But this was costly - you had to get things in print and distribute 
them, and it required money and people on the ground.  Instead of pamphlets printed one at a 
time, bots can pump out thousands of links, artificially dominating timelines. 
 
Former State Department analyst Max Bergmann, now at the Centre for American Progress, 
draws a distinction between cyborgs, which have some human input, and botnets, larger groups 
of hundred or thousands of accounts, which tweet near identical messages at the same time; 
they flood hashtags, causing them to trend and baiting reactions from the public.  Particular 
avenues of social discourse can be effectively shut down, such as by flooding the #HillaryWon 
hashtag with pornography and claims she's a murderer, which inhibits genuine discourse. 
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These attacks have been coordinated with hacking attempts - both against the DNC in the run 
up to Trump's election, which US intelligence officials attributed to Moscow, and against 
Macron just ahead of both France's rounds of voting. 
 
The origin lies in 2014, and the beginning of fighting in Ukraine, when the Obama 
administration initiated economic sanctions following Russia's occupation of Crimea, 
following Kiev's decision to pin its colours to the European Union rather than to Russia's 
Eurasia bloc.  Sanctions, rather than encouraging a change in behaviour from Moscow, instead 
diverted the contestation into the cyber realm. 
 
Russian bots also have played a small bit in US financial markets, says Watts, using fake stories 
to cause dips in stocks, opening the way for short selling. 
 
To conclude, why bot?  From the standpoint of Moscow, it is an effective mechanism to elevate 
politicians with friendly policies toward itself, and to create discord in nations it regards as its 
competitors, such as the US and Britain, and to bring about splits in competitive blocs such as 
the European Union.   
 
How then do you antibot? For one, social media is likely to be your friend in this; I don't think 
Facebook wants to be known as a place where one out of every ten stories you see is false, 
which over the long term hurts advertising revenue for the platform.   
 
But bots and fake news ultimately work because of the echo chamber nature of discourse, 
especially at the moment - if you are already inclined to believe Hillary Clinton, alongside her 
political career, was running a child sex ring in a Washington, D.C. pizzeria, then fake news 
stories to that effect are more likely to convince you.  But if you are likely to believe this story, 
you probably weren't going to vote for her to begin with. 
 
And so ultimately, the success of Russian propaganda through fake news, bots, and cyborg 
accounts reveals deeper problems in US and British society, which can't be fixed 
technologically alone.  Though we have a familiar enemy, we are in uncharted territory - 
disinformation is not going to go away, and we are all of it its targets.  And our only recourse, 
really, is simply to be smarter and more sceptical. 
 
 


